Credit Research Foundation

CRF News
www.crfonline.org

©2016

What Constitutes Sufficient Notification of a
Security Interest to Cut Off Trade Creditors’ Setoff Rights?
By: Bruce S. Nathan and Barry Z. Bazian
of Lowenstein Sandler

4th Qtr.

When a trade creditor’s customer fails to pay
its debts, the creditor must consider its options
and quickly exercise its rights. One such right
is a creditor’s right of setoff, which allows a
creditor to net out debt the customer owes to the
creditor against the debt the creditor owes to its
customer. Setoff rights ensure that a creditor is
not obligated to pay its customer for a debt the
creditor owes while there are still amounts owing
to the creditor.
However, in certain circumstances, notification
of a lender’s security interest in its customer’s
accounts receivable cuts off a trade creditor’s
rights to setoff its outstanding indebtedness
owing to the customer. Uniform Commercial
Code (“UCC”) Section 9-404 states a lender’s
security interest in accounts receivable takes
precedence over a trade creditor’s setoff rights

that arose after the creditor had received a
notification of the assignment.
An unresolved question is whether a trade
creditor has received sufficient notification of a
security interest to cut off its setoff rights when
the creditor had previously received a Dun and
Bradstreet (“D&B”) report that discloses the
security interest. Or is more required, such as
the creditor’s customer or its lender providing a
manually or electronically signed notification of
the security interest to the trade creditor?
In 2015, the United States District Court for the
District of Maine, in Wheeling & Lake Erie Ry.
Co. v. Maine Northern Ry. Co., held that the
creditors’ receipt of D&B reports, which contained
information about a lender’s security interest in
the creditors’ customer’s accounts receivable,
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were not a sufficient notification under the UCC to cut off the creditors’ setoff rights. In so
holding, the court disagreed with a 2003 decision of the United States Bankruptcy Court
for the District of Delaware, in the Communication Dynamics case, that a creditor’s receipt
of a D&B report disclosing a lender’s security interest was sufficient to cut off the creditor’s
setoff rights under the UCC. Interestingly, however, the Communication Dynamics court
ultimately held that the creditor could rely on its right of recoupment—which is similar to,
yet distinct from, setoff rights—to reduce the amount the creditor owed to its customer,
regardless of the fact that the creditor’s setoff rights were wiped out when the creditor had
received notification of the lender’s security interest.
In light of the inconsistency among the courts regarding what entails sufficient notification
under UCC Section 9-404, trade creditors weighing their options against a delinquent
customer should be aware of the circumstances under which a secured lender might
challenge the creditors’ setoff rights. Creditors should also be cognizant of whether they
have recoupment rights which would not be defeated by notification of a competing security
interest.
Overview of a Creditor’s Setoff Rights
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Setoff rights are significant state and federal law rights that a creditor can use to reduce its
exposure on amounts it owes to a financially distressed customer. A creditor can assert a
setoff when the creditor and its customer sell goods or provide services to each other by
netting out the amount its customer owes to the creditor against the amount the creditor
owes to its customer. For example, if ABC owes XYZ $1,000 and XYZ also owes ABC
$800, then XYZ can net out, or setoff, the amounts owed so that ABC only pays XYZ the
net amount of $200. XYZ’s setoff rights are easily understandable and efficient – they
excuse ABC from having to pay XYZ $1,000 and then requiring XYZ to immediately pay
$800 back to ABC.
A creditor’s setoff rights are especially valuable if its customer files for bankruptcy. The
creditor can assert its right of setoff to avoid paying the full amount of its indebtedness to its
customer when the creditor faces the real risk of the customer’s delayed payment of only a
fraction of, or nonpayment of, the creditor’s offsetting claim.
Section 553 of the Bankruptcy Code recognizes a creditor’s setoff rights that already exist
under applicable federal or state law. However, the Bankruptcy Code imposes restrictions
on a creditor’s setoff rights. Setoff requires that the debtor’s and creditor’s obligations are
mutual (they are owed between the same legal entities) and both arose either before or
after the bankruptcy filing. A creditor must also first obtain from the bankruptcy court relief
from the automatic stay that arises under Section 362 of the Bankruptcy Code to exercise
its setoff rights following a debtor’s bankruptcy filing. Other provisions of Section 553 limit
setoff rights that arose within 90 days of the bankruptcy filing or any setoff during that 90day period that improved the creditor’s recovery.
Overview of a Creditor’s Recoupment Rights
A creditor’s right of recoupment has the same effect as setoff—allowing the creditor to net
out the debt its customer owes against the creditor’s obligations—but it differs from setoff
in significant ways. Recoupment is narrower than setoff in that recoupment is available
only where the mutual debts between the creditor and customer arose out of the same
transaction. Courts have defined “transaction” either broadly or narrowly. Some courts
have applied a flexible broad approach to allow recoupment where the debts are logically
related. According to this view, recoupment is permissible if the debts are sufficiently
interconnected that it would be unfair to insist that one party fulfill its obligation but not
require the same of the other party. Other courts, however, narrowly interpret “transaction”
and recoupment rights to require that the mutual debts arose from the same contract or
even a single transaction under the contract.
Recoupment has several advantages over setoff, especially once a creditor’s customer
has filed for bankruptcy. First, unlike setoff, a creditor usually does not need to obtain relief
from the automatic stay to exercise its right of recoupment. Second, Section 553’s limits on
setoff rights do not apply to recoupment. Many courts have held that a creditor can recoup
its pre-petition claim against its post-petition obligations and vice versa. Third, as discussed
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next, UCC Section 9-404 protects a creditor’s recoupment
rights, even when the creditor has received notification of a
competing security interest.

either MMA or Wheeling to have provided an authenticated
notification of Wheeling’s security interest to the Defendants.
Neither MMA nor Wheeling prepared, signed—electronically
or otherwise—or circulated the D&B reports to the
Defendants. D&B prepared, issued and provided its reports
directly to the Defendants.

UCC Section 9-404
According to UCC Section 9-404(a)(2), a lender’s blanket
security interest in its borrower’s accounts receivable is
subject to any defense or claim, including setoff, of the
account debtor (the party owing the account receivable)
against the lender’s borrower “which accrues before the
account debtor receives a notification of the assignment
authenticated by the [borrower] or the [lender].” The term
“authenticate” means to manually sign or, in the case of
an electronic document or other non-written media, to
electronically sign by attaching an electronic sound, symbol
or process. However, according to UCC Section 9-404(a)
(1), a secured lender’s rights are subject to “all terms of
the agreement between the account debtor and [lender’s
borrower] and any defense or claim in recoupment”.
Therefore, while a notification of a lender’s prior security
interest cuts off a trade creditor’s setoff rights, it does not cut
off a trade creditor’s recoupment rights.

The Communication Dynamics Case
On September 23, 2002, Communication Dynamics, Inc.
(the “Debtor”) and its affiliates filed their Chapter 11 cases
in the United States Bankruptcy Court for the District of
Delaware. More than a year before the bankruptcy filing, the
Debtor had entered into an agreement with Thomas & Betts
Corporation (“T&B”) through which the Debtor had agreed to
distribute communication equipment for T&B. The agreement
established standard prices at which the Debtor would
purchase T&B’s equipment. The Debtor would then resell
the equipment to end-users. According to the agreement, if
T&B authorized the Debtor to sell the equipment to end-users
at prices lower than the standard prices, which the Debtor
frequently did, T&B would give the Debtor a credit for the
difference between the standard price and the lower sale
price.

The Wheeling & Lake Erie Railway Case

Shortly after entering into the distribution agreement with
T&B, the Debtor entered into a credit agreement with a group
of lenders (the “Lenders”) through which the Debtor granted
the Lenders a security interest on all of its assets, including
accounts receivable. At the time of the bankruptcy filing, the
Debtor owed the Lenders more than $120 million.

In Wheeling & Lake Erie Ry. Co. v. Maine Northern Ry. Co.,
Maine Northern Railway Company and New Brunswick
Southern Railway Company Limited (together, the
“Defendants”) owed money to Maine & Atlantic Railway,
Ltd., and its affiliates (“MMA”) based on services MMA had
provided to the Defendants. In 2009, Wheeling & Lake Erie
Railway Company (“Wheeling”) provided MMA with a line of
credit. As part of the loan transaction, MMA granted Wheeling
a security interest in MMA’s accounts receivable.

Following the bankruptcy filing, T&B filed a motion for relief
from the automatic stay to setoff or recoup $232,477 in
credits that were generated prior to the bankruptcy filing
when the Debtor had sold equipment, for which the Debtor
had already paid T&B, below the standard price. T&B sought
to setoff these credits against amounts the Debtor owed T&B
for other equipment the Debtor had purchased under the
distribution agreement. The Debtor argued that T&B was not
entitled to recoup or setoff the credits and that, consequently,
T&B was required to pay the credits to the Debtor and was
only entitled to a general unsecured claim for the amounts
the Debtor owed T&B (for which the prospect for recovery
was uncertain).

On August 7, 2013, MMA filed a Chapter 11 bankruptcy
petition and the bankruptcy court granted Wheeling relief from
the automatic stay to pursue collection of MMA’s accounts
receivable. Wheeling then sued the Defendants to collect
the accounts receivable they owed to MMA. The Defendants
asserted their setoff rights, based on the amounts that MMA
owed to the Defendants for services the Defendants had
provided to MMA, as a defense to the lawsuit.
There was no dispute that the Defendants had received D&B
reports prior to the inception of Defendants’ setoff rights. The
D&B reports disclosed Wheeling’s security interest in MMA’s
accounts receivable. However, Wheeling and the Defendants
disagreed over whether the Defendants’ receipt of the D&B
reports was sufficient notice under Maine’s version of UCC
Section 9-404. The parties each filed motions asking the
court for a determination of their rights.

T&B’s Right of Setoff
The bankruptcy court first considered whether the Lenders’
security interest cut off T&B’s setoff rights. T&B claimed that
its setoff rights were not subordinate to the Lenders’ security
interest because neither the Debtor nor the Lenders had
provided T&B with a notification of the security interest. The
Debtor countered that T&B received notice of the Lenders’
security interest when T&B’s director of credit downloaded
a credit report of the Debtor from D&B, which included a
statement that the Lenders had a security interest in all of the
Debtor’s accounts receivable. The bankruptcy court agreed
that T&B had received sufficient notification of the Lenders’
security interest under UCC Section 9-404. It upheld the
sufficiency of the unsigned D&B report, which T&B admitted
to often rely upon for confirming the existence of security
interests, and further noted that a signed formal notice of the

The District Court’s Decision
The district court ruled that the Defendants’ setoffs rights had
priority over Wheeling’s security interest and, therefore, the
Defendants could setoff the accounts receivable they owed to
MMA against amounts MMA owed to them. The district court
agreed with the Defendants that their receipt of a D&B report
disclosing Wheeling’s security interest was not sufficient
notice under UCC Section 9-404 to cut off the Defendants’
setoff rights. The court reasoned that Section 9-404 required
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Lenders’ security interest sent to T&B was not required. For
these reasons, the bankruptcy court held that T&B’s right
of setoff did not have priority over, and was cut off by, the
Lenders’ security interest.

equipment to the Debtor and the parties certainly intended for
the credits to be applied to all of the Debtor’s purchases of
equipment from T&B. Moreover, the credits were generated
only after the Debtor had sold the equipment to an end-user
below the standard price, which typically occurred long after
the Debtor had paid T&B for the equipment.

The district court in the Wheeling and Lake Erie Ry. Co. case
rejected the bankruptcy court’s holding in the Communication
Dynamics case that a lender’s or its borrower’s delivery of
an authenticated notification of the lender’s security interest
to the creditor is not necessary to cut off the creditor’s setoff
rights. The district court concluded that the Communication
Dynamics court had failed to take into account UCC Section
9-404(a)(2)’s clear requirement that either Wheeling or MMA
had to provide an authenticated notification of Wheeling’s
prior security interest to wipe out the Defendants’ setoff rights.
This requirement ensures that account debtors, such as the
Defendants, are made aware of a secured creditor’s prior
rights in the account receivable that the account debtor owes
the secured creditor’s borrower, and can then act accordingly
to protect the account debtors’ rights.

Conclusion
In dealing with a delinquent customer, a trade creditor
should be aware of and weigh its options, including whether
it can exercise setoff rights. The Wheeling & Lake Erie
Ry. Co. v. Maine Northern Ry. Co. decision is certainly a
positive development for trade creditors to the extent it
limits a secured lender’s ability to cut off trade creditors’
setoff rights. However, in light of the contrary holding of the
Communication Dynamics court, a trade creditor receiving
D&B reports or other information that disclose a security
interest in its customer’s accounts receivable should be
aware that the creditor’s customer’s secured lender might
challenge the creditor’s setoff rights. The creditor can avoid
this unfavorable outcome if it can prove that either its setoff
rights arose prior to its receipt of notification of the lender’s
security interest or the creditor has recoupment rights.

T&B’s Right of Recoupment
T&B next argued that even if the Lenders’ prior security
interest cut off T&B’s setoff rights, T&B was still entitled to
recoup the credits it owed the Debtor to reduce T&B’s claim
against the Debtor because the debts T&B and the Debtors
owed each other both arose from the sale of equipment under
the distribution agreement. It did not matter that the Lenders’
prior security interest in the Debtor’s accounts receivable cut
off T&B’s setoff rights.
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The Debtor countered that the credits (which T&B owed the
Debtor)—generated in connection with equipment for which
the Debtors had already paid T&B—were unrelated to the
equipment purchases giving rise to T&B’s claim (against
the Debtor). As a result, T&B was not entitled to a right of
recoupment and, at most, had setoff rights that were cut off
when T&B had received the D&B report that disclosed the
Lenders’ security interest.
The Bankruptcy Court’s Decision
The bankruptcy court upheld T&B’s recoupment rights and
granted T&B’s motion for relief from the automatic stay so
that T&B could recoup the credits against the amounts the
Debtor owed T&B. The court broadly interpreted recoupment
rights to hold that recoupment arises when both debts arose
out of a single integrated transaction such that it would
be unfair to allow the debtor to enjoy the benefits of the
transaction without also meeting its obligations under the
transaction. The credits and equipment purchases were both
part of a single integrated transaction. Indeed, the distribution
agreement contemplated T&B’s sale of multiple pieces of

Barry Bazian, Esq. is an associate in the
Bankruptcy, Financial Reorganization &
Creditors’ Rights Department of Lowenstein
Sandler LLP. He can be reached at
bbazian@lowenstein.com.
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Just a few thoughts . . . .
from CRF’s President, Bill Balduino
It’s hard to believe that I am writing an end-of-year message already – seems like it
all happened very quickly!!!
Well it is here . . . and I better get ready – LOL!
If anyone reads or remembers my columns, last year I dedicated this edition to the
topic of “Family” – it essentially spoke about the CRF family, the CRF Team, as well
as my own personal family, and the parallels I tried to create in knowing how lucky I
am to have the opportunity to enjoy all three.
This year for some reason, as the Holidays approach I have my head wrapped
around TRADITION and trying to instill a sense of focus on recalling it, honoring it
and advancing it to the next generation within our expanding family unit. I am also
really ‘trying’ to allow for and incorporate new traditions as each family member has
expanded their own sense of family and contacts.
While last year’s Holiday column attempted to create a parallel around what I
addressed as the three family groups I have the luxury of participating in (all of you,
the CRF Team itself and my personal family) – this year I don’t want to create a
parallel. In fact, I never want to create a scenario where I offer an attempt at a symbolic equation that has all of you in a
framework that is considered a tradition. Now, please allow me a brief moment to explain why. . . .
Bill Balduino
President, CRF

‘Tradition’ as defined by Google:
The transmission of customs or beliefs from generation to generation,
or the fact of being passed on in this way.
Simply stated, your CRF Team (and especially me) never ever wants your relationship with the Foundation to be a
tradition!!! We sincerely want to earn your loyalty and respect year in and year out. Our Team is maniacally focused
on providing value across all aspects of the products and services we offer. . . . from webinars to white papers, from the
Financial Journal to this Newsletter, from our written communications and updates to our course offerings - right through
to our in-person Forums, we seek your approval, respect, desire and commitment to be part of our family, because in
some small way, we have earned that right and privilege. Knowing that life and business are a journey – so too is our
relentless pursuit of delivering you the most relevant and challenging programs and content available. That is clearly our
CRF Team resolve!!!
So as the Holiday Season arrives, we thank you for your past loyalties and hope to earn them in the future, but most of
all, we wish you the very best this magical time of year offers - to all of you and your families!
Enjoy the Holidays – be safe and smile . . . . . it is the ultimate beacon!
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Giving Unsecured Creditors a Voice:
The Benefits of Participating on Creditors’ Committees
By Jay Indyke and Richelle Kalnit
of Cooley LLP

W

hen a debtor files a bankruptcy case, it is not permitted
to pay pre-bankruptcy (i.e., prepetition) claims absent
court authority, which leaves many of its vendors, landlords
and trade creditors with significant unsecured claims and
without much insight into the next steps for the bankrupt
company. Will the company liquidate? Will the company
reorganize with management in place? Will it be sold?
Will litigation be pursued? How will preference actions
against creditors be handled? Unsecured creditors often
seek to serve on the creditors’ committee because it gives
them a seat at the table and a unique opportunity to have a
meaningful impact on the outcome of the case.

are appointed to the committee. In addition, certain types of
claims, such as litigation claims, may not be included on the
list of the debtor’s largest creditors, but the claims are large
enough to be included on the committee.
Committees often consist of diverse creditor constituents,
including trade vendors and suppliers, landlords, litigation
claimants, unsecured bondholders and noteholders,
unions and employees. In certain instances, in an effort to
engender diversity on the committee, the U.S. Trustee may
appoint creditors with smaller claims to the committee (i.e.,
when the outstanding debt is particularly meaningful to the
creditor’s business). The interests of committee members
may not always be aligned, so it is important to serve to
ensure that your constituency’s interests are protected.
Regardless of the size of each committee member’s claim,
however, each voting committee member gets one vote.

The following analysis focuses on the benefits of serving
on a creditors’ committee. But in order to understand
those benefits, some background regarding the role of
committees, the committee formation process and eligibility
requirements is provided first.

In larger cases, an organizational meeting designed to
select the committee is typically held within the first week
or two after the case is filed. Accordingly, it is important to
return the solicitation form to the U.S. Trustee promptly after
the debtor’s bankruptcy filing or, if such forms have not yet
been disseminated, make your interest known to the U.S.
Trustee. If there is an in-person organizational meeting,
creditors may attend the meeting by proxy. However, it is
a best practice for creditors seeking to sit on the committee
to appear in person at the organizational meeting, rather
than by proxy, as the creditor itself is in the best position
to answer any questions the U.S. Trustee may have about
the nature of its claims. Depending on the jurisdiction in
which the case files and the size of the case, the committee
organizational meeting may take place telephonically, or the
U.S. Trustee may form the committee without a meeting, in
which case it simply informs creditors after they have been
selected to serve.

Role of Creditors’ Committees
Creditors’ committees are appointed to give influence to
creditors who may otherwise be disenfranchised by the
process – individual creditors are unlikely to hire lawyers
to represent the interests of the entire unsecured creditor
body because there would be no clear connection between
the investment and return. But when these creditors are
part of a creditors’ committee, they are given a voice in the
process, for the reasons described below.
As a fiduciary representative of all unsecured creditors,
the committee serves in the more substantive roles of
watchdog, consultant and negotiator of the plan and asset
purchase agreements. Its responsibilities are multitudinous,
and the committee must be prepared to act quickly based
upon the exigencies of the case.
The Committee Formation Process

Once the U.S. Trustee forms the committee, the committee
often meets to select counsel and financial advisors and
discuss matters requiring the committee’s immediate
attention. Even if your company is not chosen to sit as
an official committee member, committees often permit
ex officio or non-voting members to participate in their
deliberations. If you are not selected as an official
committee member and would like to participate in an
ex officio or non-voting capacity, you should reach out to
committee counsel.

Debtors are required to file a list of their largest creditors,
which is used by the Office of the United States Trustee,
an arm of the federal government, to solicit interest in
serving on the creditors’ committee and then to appoint
the committee. Even if your company is not listed on the
list of largest creditors, you may still submit a form to the
U.S. Trustee seeking to be appointed to the committee.
On occasion, the list of top creditors is not accurate, and
creditors with large claims that are not included on the list
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Benefits of Serving on a Creditors’ Committee

addition, a committee should be a consultation party in
any auction process, meaning the debtor needs to consult
with it concerning the conduct of the auction, including the
selection of the highest and/or otherwise best bid. If the
committee does not believe the results of the auction are in
the best interests of creditors, it has standing to object and
raise the deficiencies with the court.

There are many benefits to creditors of sitting on a creditors’
committee. A few of these benefits are described below.
Committee Members Get a Seat at the Table and a Voice
in the Process
Committees play an active role in addressing the key issues
in the case, including first day matters, financing, and the
sale and/or plan process. The role of the committee cannot
be understated – it gives the creditor body and, more
specifically, the individual members of the committee, a
voice in the process.

Case Examples:

A committee’s engagement in the debtor’s case begins
immediately upon formation, so its professionals need to
be prepared to hit the ground running. In just the first days
and weeks of a case, decisions are often made which shape
the outcome of the entire case. The committee and its
professionals must be aggressive and unfailing in protecting
the interests of unsecured creditors when faced with key
case issues concerning, among other things, DIP financing,
including the preservation of unencumbered assets, and
the sale process, including ensuring that the process is
conducted in a value-maximizing fashion. For example, the
case constituents often negotiate a budget for the case in
the days and weeks after formation of the committee. The
committee needs to play an active role in that process to
ensure that the budget accurately reflects the needs of the
case, including payment of critical vendor claims (if any),
payments to suppliers for goods shipped postpetition, claims
arising under section 503(b)(9) of the Bankruptcy Code,
stub rent claims and professional fees so the committee can
fulfill its mandate.
In addition, upon appointment, the committee is often invited
to – or its counsel requests that it – meet with the debtor’s
management and professionals to discuss the parties’ goals
for the case. This gives the committee the opportunity to
hear the debtor’s view of the events leading to the Chapter
11 filing, obtain an understanding of any marketing process
for the company’s assets that may have been conducted
prior to the bankruptcy and learn about the debtor’s plans
for the bankruptcy case and beyond. It also educates the
committee before it weighs in, particularly with respect to the
debtor’s intended course of action for the bankruptcy case.
For example, based upon the information the committee
receives, the committee may agree that a debtor’s assets
need to be sold, but may disagree with the proposed
timeline on which the debtor seeks to sell its assets or with
how the debtor has conducted the process to date. In such
a case, following a vote, it would direct its counsel to object
to the proposed sale timelines or the process generally.

•

In the Vestis Retail Group (d/b/a EMS, Bob’s
Stores and Sport Chalet) case, shortly after
formation, the committee met with the debtors and
Versa, the equity holder and proposed purchaser
of the company, which sought to effectuate a
sale pursuant to a credit bid of its purported debt.
The committee learned about the pre-bankruptcy
marketing process, how the debtors ultimately
chose Versa to act as the stalking horse bidder
and Versa and management’s business plan
for the go-forward company. The committee’s
agreement to modify the process by supporting a
private sale – as opposed to forcing a liquidation
– resulted in a resolution with the debtor which
allowed the sale to proceed, on the conditions
that claims arising under section 503(b)(9) be
promptly paid in full, preference actions would be
waived and funds would be available to ensure
the administrative solvency of the estates and a
projected return to general unsecured creditors.

•

In the Golfsmith case, the committee had the
opportunity to meet with bidders at the auction
to gain insight into their vision for the go-forward
company. It also worked closely with the debtors
to improve the bids and maximize value for
creditors. Importantly, at the committee’s strong
urging, the successful bidder purchased, and
agreed not to pursue, preference actions against
vendors and landlords.

•

In the KB Toys and Vertis Paper cases, the
committee used the threat of litigation (and, in
the case of KB Toys, filed a motion to convert
the case to a Chapter 7 case within 24 hours of
formation) to negotiate a settlement with the case
constituents, which resulted in creditor returns.

Committee Members Obtain Access to Confidential
Information
Typically following the execution of an appropriate
confidentiality agreement (which may be found in the
committee’s bylaws), the debtor provides the committee
with confidential information concerning its business,
operations, financing, financial situation, sale process and/
or restructuring, exit financing, the go-forward business plan
(in a going concern) and other matters. Such information
is necessary in order for the committee to fulfill its statutory
responsibilities and for the committee to determine whether
a going concern sale, reorganization or liquidation will
provide the greatest benefit to unsecured creditors. While
committee members must always exercise fiduciary

As the case progresses, the committee continues to have
a meaningful role and a seat at the table. As discussed
below, committees are given access to information that
other creditors do not receive. This allows the committee
to obtain an “inside track” into the process and, if the debtor
is not conducting the case in a fashion that maximizes
the value to creditors, the committee can act accordingly
by supplementing the process or informing the court. In

9

©2016 Credit Research Foundation

duties and act on behalf of the general unsecured creditor
constituency as a whole, the information received by the
committee necessarily informs certain decisions made by
individual committee members.

commence litigation against the former equity
holders arising from a dividend recapitalization
transaction, resulting in a settlement of a $300
million litigation.

Case Example:
•

•

In the Fuhu case (d/b/a Nabi tablets), the
committee reviewed the confidential list of
parties contacted by the debtor’s investment
banker and determined that it was insufficient. It
supplemented the debtor’s marketing process by
canvassing the marketplace and finding a party
who was willing to bid on the debtor’s assets and
provide the bridge financing necessary to get to
a sale closing. The party replaced Mattel as the
stalking horse bidder, and following an auction with
only those two parties participating, the price more
than doubled the stalking horse bid. During the
auction, the committee was instrumental in valuing
the bids.

The Opinion of the Committee is Highly Regarded
Throughout the case, a debtor will seek the support of
the committee because the bankruptcy court often gives
substantial consideration to the opinion of the committee.
While pleadings filed by individual creditors are taken
seriously by parties in interest and the court, if, for example,
an individual creditor files an objection to the proposed sale
process but the committee supports the process, the court
is likely to give the committee’s support substantial weight
assuming the committee has a sound basis for its support.
Similarly, if the committee does not support a plan proposed
by a debtor, the path to confirmation is likely to be an uphill
(and expensive) one. On the flip side, if the committee
supports a plan proposed by a debtor, such support is often
instrumental in its confirmation and in obtaining the requisite
number of votes required to confirm it.

Committee Often Has Control Over Investigation and
Litigation, Including Preferences
In connection with the DIP financing, the debtor often
stipulates that the prepetition lender’s liens and claims
are valid, leaving the committee as the only party with
responsibility for investigating not only the liens and claims
of the prepetition lenders, but also the prepetition activities
of the debtor, its insiders and others who may have received
money from the debtor during the look-back period. The
committee works closely with its counsel and financial
advisors to conduct a thorough investigation, as it can be
the case that recoveries from litigation may be the only form
of recovery for general unsecured creditors. The committee
may also use the threat of litigation to achieve concessions,
including the payment of claims arising under section 503(b)
(9) and stub rent claims in cases which would otherwise be
administratively insolvent. The committee members direct
counsel as appropriate in connection with any investigation.

Legal and Financial Representation and Committee
Member Expenses Are Paid For by the Estate
Committees have their own counsel and financial advisors
who will fight for the interests of unsecured creditors at
all stages of the debtor’s case. Each voting committee
member has a vote as to how counsel proceeds with all
case matters, and counsel representing the committee must
act on behalf of and take direction from the committee.
The fees and expenses of committee counsel and financial
advisor, as well as expenses incurred by committee
members in connection with the debtor’s case, are paid for
by the debtor, not by committee members. While certain
committee members may need counsel to represent
their individual interests depending on the case (which
counsel’s fees would not be paid for by the estate), typically
committee members would not need to hire counsel to
simply monitor the case, because committee counsel is
responsible for that and more. For example, committee
counsel informs the committee of major filings in the case,
including the order establishing the bar date and the
process for filing proofs of claim.

Committees are also uniquely positioned to address the fate
of preference actions. (Preferences are lawsuits against
entities that received payments in the 90 days prior to the
bankruptcy filing. While there are defenses to the receipt of
such payments, raising such defenses can be expensive for
defendants.) In certain cases, committees vote to pursue
preference actions for the benefit of all creditors. In many
other cases, however, committees find creative solutions
to sell or otherwise not pursue preferences. Whether
preferences are pursued often depends on the nature
of the case (a going concern sale or reorganization vs a
liquidation) and whether the likely recoveries from such
actions would have a meaningful impact on the return to
general unsecured creditors.

Committee Participation Can Serve as a Networking
Tool
Participating on a creditors’ committee can afford creditors
a unique opportunity to interact with other similarly-situated
individuals in the same industry. It also provides a valuable
opportunity for committee members to interact with their
customers (i.e., the debtor) and the debtor’s owners.
Committee service can serve to strengthen relationships
with other creditors, as well as the debtor (in a going
concern scenario).

Case Example:
•

In the HDL case, the committee is pursuing multimillion dollar causes of action against defendants
including the debtor’s directors and officers, from
which the debtor was conflicted from pursuing.

In the Appleseed’s (d/b/a Orchard Brands)
case, the committee – which was responsible
for investigating causes of action pursuant to
the terms of a DIP order – directed counsel to
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Participating on committees can be a rewarding and
educational experience for creditors who seek to have
a voice and influence in the restructuring or sale of their

customers, and ideally, can serve as the building blocks to
a relationship with a go-forward new entity or reorganized
entity.

About the authors:
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The Licensing Landscape in
Commercial Collections
By Annette Waggoner, Executive Director
Commercial Collection Agencies of America
A critical step in choosing a third party to recover past due
receivables is to determine if that party is properly certified.
The receptivity of a superior certification program by the
credit community is growing.

will require that the bond be executed by the applicant as
principal, and issued by a surety company that is AM Best A
rated or better.
Often, there is a requirement that the surety bond amount is
commensurate with the average dollar amount of the trust
account over the preceding twelve months. For example,
the governing body of Commercial Collection Agencies of
America, the Independent Standards Board, requires each
agency member to file a surety bond for the benefit of all
credit grantors per the following scale:

Agencies who qualify for a certification program with rigorous
requirements uphold professionalism in the collection industry
and elevate the standards. At the same time, by qualifying
for certification, agencies set themselves apart from other
agencies.
A paramount requirement of a certification program, and
one for credit professionals to seek, is that the commercial
collection agency is properly licensed. The licensing process
can be laborious, but is considered a necessity in today’s
environment.
There are currently over twenty-five states which require
a commercial collection agency to be licensed. For the
purposes of this article, commercial collections will be
addressed. It should be noted that there are additional states
which require licensing for consumer collections. Later, we
will examine the state requirements for agencies that seek
commercial collection agency licenses, as well as specific
jurisdictions which require licensing.

Amount of Bond Required

Up to $5 million

Minimum of $300,000

$5,000,001 to $10 million

$500,000

Over $10 million

$1,000,000

Surety bonds are renewed annually.
THE LICENSE APPLICATION
The first element of a collection agency license application
is the execution of state forms. In the past, an agency had
to submit primarily the same data to each state in which
it wanted to obtain a license. There was a great deal of
repetitive work. Now, many states have placed the application
process on the NMLS (Nationwide Multistate Licensing
System & Registry) platform, which has streamlined the
function and made it more efficient for an agency to apply.

Three components of collection agency licensing are:
•
•
•

Average Balance in Trust
Account(s) over the
Last Twelve Months

A Certificate of Authority
Bonding
The License Application

The NMLS is designed to alleviate some regulatory burden
on companies solely by providing a uniform, “one stop shop”
for applications and renewals.

CERTIFICATE OF AUTHORITY
The Certificate of Authority is granted by a state for an
agency to operate. It is granted after an agency files the
proper application with the Department of Corporations of the
Secretary of State, earns a certificate of good standing from
its home state, employs its registered agent, supplies annual
reports and pays franchise taxes. The process can take up to
eight weeks to complete.

The NMLS’s electronic format allows for the submission of
information to any supplemental requests from any state
regulator.
The agency fills out or uploads ownership documentation,
organizational charts, company financials, etc., one time.
Once the information is entered, the agency checks the
boxes of the states in which it wishes to apply. The individual
states will then alert the agency what, if any, additional
documentation to provide.

BONDING
Many of the states and jurisdictions which require a
commercial collection agency to be licensed also require
an agency to obtain surety bond coverage to be granted
that license. The certification program will also require such
coverage. Such a bond will provide coverage to any credit
grantor who may be damaged by wrongful conversion of any
trust funds held by such agency. The certification program

If there is a change in the agency ownership, the agency
enters that change in the NMLS. This obviates the necessity
of contacting each state with any changes in organization
ownership. However, we are told by our member agencies
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that once states are notified of the change in ownership, the
states may ask the agency for additional documentation.
Advantages of the NMLS include that all records and
licensing documents are in one place, as well as control of
the information is maintained.
State regulators have commented that the NMLS can also
provide agencies with greater input into how the licensing
processes operate. The feedback that agencies give is
routinely shared with all the states that use the system.
Feedback is used to make determinations on policy changes
that will improve the system for users. For example, the
NMLS has recently incorporated functionality for receiving
electronic surety bonds, thereby reducing administrative
costs for those on each side of the licensing transaction.
Lastly, the NMLS notifies the agency of annual renewals and
additional requirements.

Further, while the city of Buffalo requires a license, they also
require a collection agency surety bond. While the cities
of Yonkers and Chicago require licenses, no bonds are
required.
Licensing is an investment - a necessity, both financially and
operationally. As one can see, it is complex, with nuances.
Licensing is dynamic and agencies must consistently keep
attuned to changes made by state legislatures. Many
agencies employ compliance officers or contract with license
consultants to ensure that their licensing is conducted
properly and in a timely fashion. Agencies which qualify for a
superior certification and fulfill its requirements, understand
the criticality of this piece of their certification and regard
compliance as vital.
Writer’s note: Commercial Collection Agencies of America
wishes to thank Ms. Terri Goins, licensing consultant and
adviser to many of the Association’s members.

The majority of the states have renewal dates of December
31st. If the agency utilizes the NMLS, it can start the process
of renewals November 1st, thereby avoiding last minute
processing.

About the author:

The second element is the payment of fees. Application
fees and investigation fees can also be required. Fees vary
by state and can be as little as a few hundred dollars to over
$1,000. Fees are outlined later.

She may be contacted at:

The third element is the submission of additional
documentation. Additional documentation can include:

✔
✔
✔

Owner financial statements

✔

Sample collection letters

Bank statements and trust account reconciliations

Annette M. Waggoner is the
Executive Director, Commercial
Collection Agencies of America.
847-907-4670 office
Her email is:
awaggonercommercialcollectionagenciesofamerica.com

Owner, officer, director or shareholder information,
including credit reports and background checks

Additionally, some states require that individual collectors are
registered.
The processing time for license applications varies greatly anywhere from one week to five months.
Once an agency is licensed, it must renew that license and
pay fees annually. Some states have multi-year licenses,
while other states require mid-year reports.
It should be noted that there are some exemptions for an outof-state “foreign” commercial collection agency if said agency
is not collecting for “in-state” clients. Those states that allow
the exemptions are noted on the table following this article.
The table is a summary, by state, of some requirements for
an agency to obtain a commercial collection license.
As previously stated, there are additional jurisdictions which
require licensing. They include the city of Buffalo, the city of
Yonkers, the city of Chicago and even the city of Wilmington,
Delaware if the agency is in Delaware.
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A summary, by state, of some requirements for an agency to
obtain a commercial collection license, as provided by the
Commercial Collection Agencies of America
Collection
Agency Surety
Bond Required

Exemption
possible

Initial Fees for
State License

Renewal Fee
for State
License

Alabama

No

Yes

$25 - $100

$25 - $100

Alaska

Yes

Yes

$100

$100

Arizona

Yes

No

$1,500

$600

Arkansas

Yes

No

$125

$125

Delaware

No

No

$75 - $300

$75 - $300

Florida

Yes

No

$500

$500

Idaho

Yes

No

$150

$100

Illinois

Yes

Yes, but difficult criteria

$750

Indiana

Yes

Yes

$100

$100

Kansas

No

No

$115

$115

Louisiana

No

No

$25

$25

Minnesota

Yes

Yes, but
difficult criteria

$500

$400

Agency must pay $500
investigation fee

Nebraska

Yes

Yes

$200

$75

Agency must pay $200
investigation fee

Nevada

Yes

No

$200 - $600

$500

Agency must pay $500
investigation fee. Manager
has to take exam and get
approved ( additional fees)

State

Additional
Information

Agency must pay additional
fees for colltectors/solicitors

Agency must pay additional
fees for Collectors/solicitors
3-year license

New Jersey

Yes

No

$25

$25

North Carolina

Yes

No

$1,050

$1,050

North Dakota

Yes

No

$700

$700

Ohio

No

No

Oregon

Yes

No

$350

$120

Rhode Island

No

No

$200

$200

Tennessee

Yes

No

$600

$350

No license; Certificate of
Authority needed only

No License;
Certificate of
Authority only needed.

Utah

Yes

No

$32

$32

Washington

Yes

No

$425 - $825

$237 - $475

Washington DC

No

No

$362

$362

West Virginia

Yes

No

$30

$30

Wisconsin

Yes

Yes

$1,000

$200

Agency must pay $150
investigation fee

Note: The information provided is for educational and exhibit purposes only. It is not intended to serve as legal advice.
Commercial Collection Agencies of America does not warrant that content is applicable, complete or current for specific state
applications, and directs the reader to his/her own consultant and/or legal counsel.

14

©2016 Credit Research Foundation

The Platinum Standard of
Collection Agency Certification
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Named by The Credit Research Foundation as a Platinum Partner, Commercial
Collection Agencies of America is proud to offer a superior certification program
Standards of the unparalleled certification:
4 Rigorous Requirements - set by an Independent Standards Board, comprised of a cross-section of the ARM
industry, ensure agencies’ accountability and professionalism
4 Proper Bonding & Licensing - agencies are required to obtain surety bond coverage and be licensed or
registered in the cities and states in which they have offices, as required by law
4 Financial and Operational Oversight - review of trust accounts, random audits and on-going evaluations
conducted by knowledgeable industry professionals
4 Education - annual continuing education requirements strengthen members’ expertise.

Choose an agency whose certification is the prototype and standard
for third party commercial agency membership within the CRF.
For more information, please contact Executive Director,
Annette M. Waggoner at awaggoner@commercialcollectionagenciesofamerica.com or call 847-907-4670
or visit our website at www.commercialcollectionagenciesofamerica.com

CCofA_Gold-Platinum_Ad.indd 1

3/30/16 11:05 AM
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SHARED SERVICES OR OUTSOURCE:
How can I be sure we are maximizing
the full potential of that decision?
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Insolvent Customers, Supplier Pacts and the Antitrust Laws:
Tips for the Credit Team to Maximize Transparency and Leverage Payments
By: Scott Blakeley, Esq.
of Blakeley LLP
Industry groups are a unique forum for credit team members
to share customer account information, including delinquent
accounts. Customers that encounter financial difficulties,
including cash flow constraints, often direct the payables
team to slow or hold payments to their suppliers to improve
their cash position.

the customer breaches the loan covenants as a result of
the insolvency, and the lender calls on the guaranty. In this
setting, a principal’s focus is on maximizing the company’s
assets to ensure that the lender is paid in full and the
guaranty is released. This strategy may include the principals
ordering more inventory on terms from key suppliers if they
perceive the lender is undersecured, and the inventory can
be liquidated to pay down the lender.

Credit team members may call on industry group members
with open balances to act together to try to collect past due
invoices, even where the sales team and management still
view the customer as trustworthy. The unifying interest of
suppliers acting as a team, a supplier pact (SP), is to create
leverage through a single voice, and also achieve the cost
savings of one counsel representing the SP’s interests, and
possibly have the debtor pay these costs.

Supplier Strategy with Insolvent Customer: Alone or a
Team Approach
The supplier’s decision on whether to join an SP or act
independently is based on a number of factors. Perhaps the
two key factors are whether the supplier’s claim is unique,
such as holding a PMSI or letter of credit, or if not unique,
possesses the collection resources to act alone. Often,
industry group members and suppliers share the same
priority, face a similar contingent liability in the form of a
preference risk and their collection costs are comparable.
Likewise, an SP likely has greater leverage in forcing the
debtor (or receiver or assignee) to turn over key financial and
creditor information to create transparency for the causes of
the insolvency. The SP can share legal and accounting costs,
and may have the leverage to force the debtor (or assignee
or receiver) to pay these costs. All of these factors support
joining an SP.

The insolvent customer has a number of out-of-court
(OCW), in-court (IC) and liquidation choices, none of which
provides for the automatic recognition of a creditor or supplier
committee. And the customer’s lender also has a meaningful
voice in these choices, as well as having independent
litigation alternatives.
What are the legal restrictions, including antitrust issues, for
a credit team participating in an SP? Are there distinctions for
the SP in dealing with past due invoices vs POs that suppliers
of the SP are holding? Let’s explore these questions.

Working against a supplier acting alone is the risk that,
should the supplier get a litigation advantage or judgement
over other suppliers, those suppliers may have a financial
interest in filing an involuntary bankruptcy petition to unseat
the single supplier’s judgment and recovery.

Reading the Risk Flags: Surprise Insolvency or
Anticipated?
The credit team’s mission is to identify and evaluate credit
risk. To that end, team members evaluate a number of
information sources, including trade data from industry group
members. Some customers, especially the closely held who
refuse to share their financials with suppliers, may be better
able to conceal their credit risk flags. There are instances
where customers declare their insolvency, whether through
an OCW, IC or liquidation, while suppliers are still current.

Supplier Pacts: A Tool to Get Information and Strategy
for Payment
The unifying theme of an SP is that suppliers are of the
same priority, that the threat of litigation by an SP may
create leverage in a negotiation with the customer, and that
members of an SP seek to limit their collection costs by
sharing those costs with similarly situated suppliers. The SP
seeks to collect the open invoices of those in the SP, and may
try to negotiate a junior lien on the customer’s assets in their
favor, depending on the customer’s workout or liquidation
choice. The success of an SP depends, in part, on the
customer’s OCW, IC or liquidation choice, discussed below.

More commonly, the customer’s payables team has been
instructed to hold payment of supplier’s invoices to improve
their cash flow. This often prompts the supplier’s credit team
to rescore the customer to capture the higher credit risk and
to evaluate a collection strategy, whether acting individually
or through an SP.
The Dynamic of Insiders, Lenders and Personal
Guaranties

The SP, as a unified voice of key suppliers, may be able to
leverage the trade debt as a tool to get financial and payment
information from the debtor, depending on its OCW, IC or
liquidation choice. Such information requests may include:

With the small- and mid-sized customer, a lender conditions
financing on the principals personally guarantying the
financing. The importance of the guaranty shows itself where
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•
•
•
•
•
•
•
•
•

Current financials, including balance sheet listing
secured claims;
Recent valuations and appraisals;
Where the business is being sold, the identity of the
buyer (insider), valuation of assets, marketing efforts,
and the extent of urgency to sell;
Whether the insiders guaranteed the lender’s debts;
Whether insiders hold claims against the company;
Payments to creditors within the past 90 days;
Transfers to insiders within one year and possibly up to
four years;
Documents to support secured creditor’s priority status;
The requirement that the customer should pay for
the cost for the SP to have an accountant review the
information.

Industry Group Bylaws
Industry group members should confirm that their group
bylaws do not restrict industry group members from
acting through their membership to form an SP, whether
the industry group member is initiating an SP or merely
responding to request an SP. The general principle is that
industry group bylaws do not prevent group members from
joining together to attempt to collect a customer’s debt.
Supplier Pact Bylaws
The members of an SP should adopt bylaws that
expressly state the duties and restrictions on members.
The agreement should expressly restrict members from
discussing orders pending by the insolvent customer, and
whether they will fulfill the order on terms.
Customer Out-of-Court Workout and Liquidation
Choices
The strategy of the supplier or SP depends on the insolvent
customer’s OCW or liquidation choice. A key point with
OCW and liquidations is that meaningful information sharing
by the debtor (or the assignee or receiver) with suppliers
is generally not required. Rather, a key strategy for an SP
is creating transparency through meaningful information
submissions. Those OCW and liquidation choices include:
(1) Close Shop
When the customer closes its doors, key suppliers may
get notice of the closing. With web based customers, the
customer may post a banner of its closing.
SP strategy: recover from assets that remain. SP may
have difficulty getting information from the debtor, and may
conduct their own asset search. Third party assets and
claims that may be investigated:
•
•
•
•

Claims against insiders, such as piercing the
corporate veil, or breach of duty to creditor with
insolvent customer;
Any preferences or fraudulent conveyance claims;
Lender liability claims: did the lender exercise under
control?
Are insiders creditors and may those claims be
subordinated?

(2) Negotiated Settlement with Suppliers
The customer is unable to meet supplier debts when due,
but seeks to continue to operate by shedding liabilities by
agreement with its suppliers and creditors. The percentage
discount a supplier is asked to discount is unique to each
customer. The negotiated settlement may be on a supplierby-supplier basis.
A variation of the negotiated settlement is where a customer
proposes a discount with an entire class of creditors,
commonly at 75%+ of the dollar amount of the class.
SP strategy: comparable to close the doors. Here, however,
the customer continues to operate. The SP access to key
financial and creditor information is necessary to make their
own evaluation as to the merits of suppliers discounting
their invoices. This is the foundation of SP support. The
evaluation of the information may lead the SP to propose an
alternative payout.
(3) Bulk Sale
The customer sells assets to a third party, often to the owners
of the business. The sale is subject to existing liens. Bulk-sale
laws require that the seller's suppliers be notified of the sale,
commonly within 10 days, and provide them an opportunity
to assert their claims and obtain payment before the sale
occurs, but the sale is not supervised. Because of this
shortfall to protect suppliers and other creditors, most states
have repealed the bulk sale statute.
SP strategy: comparable to close the doors. Here, however,
the customer has sold its assets, and the buyer of the
customer’s assets may have protections from successor
liability claims if the bulk sale statute was complied with. The
SP may investigate whether the buyer of the assets complied
with the Bulk Sale statute.
(4) Assignment for the Benefit of Creditors
The customer elects a formal out-of-court liquidation where a
third party, selected by the customer, takes title to the assets
and liquidates them for the benefit of the creditors, and
distributes them similar to the priorities under the Bankruptcy
Code.
SP strategy: comparable to a bulk sale. Here, however, the
customer has assigned its interest in the assets to a third
party, an assignee, who is attempting to sell or has sold the
customer’s assets. Is the assignee recognized as trustworthy
in the industry, appreciating that the customer’s insiders hand
pick this party? If the assignee does not cooperate with the
SP’s request for information, the members of the SP may be
forced to file an involuntary bankruptcy petition to ensure full
financial disclosure is met.
(5) In-Court Insolvency Proceedings - Chapter 11
The customer elects a formal court insolvency proceeding.
The customer’s exit strategy may be set when filing
Chapter 11 with a planned sale of assets. Unlike the OCW
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Supplier Pact and Antitrust Overlay

alternatives, the Bankruptcy Code mandates the debtor
make a number of financial disclosures, such as budget,
bankruptcy schedules and statement of financial affairs and
monthly operating budget. These disclosures give protections
to suppliers. Likewise, with a sale of assets strategy, the
bankruptcy court commonly mandates a bidding requirement
to try and attract the highest bid for the debtor’s assets.

The Sherman Act prohibits competitors, including industry
group members, from agreeing to restrain trade. This
fundamental principle of the Sherman Act applies whether the
customer is meeting its debts when due or is insolvent. A key
component for members to an SP is an agreement between
competitors or credit group members to refuse to extend
credit or fix credit terms that may be deemed as a violation of
the Sherman Act.

SP strategy: the Bankruptcy Code provides for a statutory
creditors’ committee in a Chapter 11. To the extent that a
committee is not appointed, or the committee appointed does
not fairly represent the interests of suppliers, then an SP may
create value for the supplier class.

Supplier Pact and Holding POs
The Sherman Act does not prohibit an SP for the purpose of
collecting on a mutual delinquent account. In United Airlines
v. U.S. Bank, N.A., 406 F.3d 918 (7th Cir. 2005), the court
held that “cooperation in an effort to collect as much as
possible of the amounts due under competitively determined
contracts is not the sort of activity with which the antitrust
laws are concerned.” 406 F.3d at 921. However, an SP
cannot have its members agree to refuse credit requested
by the customer, even where the customer is delinquent and
may be liquidating its assets. The decision to extend credit is
with each SP member, and they must act independently.

The Customer’s Lender’s Choices
The two most common out-of-court choices by the customer’s
lender are:
(1) Secured Creditor Sale
The secured creditor forecloses on its security interest
encumbering the customer’s assets. The secured creditor
forces a sale of the assets, which can be private or by public
auction. Like with a bulk sale, the insiders of the customer
are often the buyer in a private sale. The secured creditor
has the burden to show the sale was done in a commercially
reasonable manner.

The Takeaway with Supplier Pacts
For the credit team, an SP creates value on a number
of fronts, including creating leverage to force sharing of
information from an insolvent customer, a coordinated
collection strategy with suppliers having the same priority
and interest, and the opportunity to share collection costs.
It is important to note that the Sherman Act limits the SP’s
collection strategy to the members’ past due invoices. The
members of the SP cannot collectively agree to hold orders
or restrict terms as a strategy to obtain information or force
payment. But beyond these antitrust prohibitions, an SP
may provide a greater degree of protection and collection
strategies to suppliers than they can achieve on an individual
basis.

SP strategy: Comparable to a bulk sale. Here, however,
the secured creditor has the burden to show the sale was
done in a commercially reasonable manner. Further, the SP
may question whether the secured creditor conspired to sell
the assets to insiders that limits the sale price and therefore
defrauds suppliers.
If the customer and secured creditor do not cooperate with
the SP’s request for information, the members of the SP may
be forced to file an involuntary bankruptcy petition to ensure
full financial disclosure is met. The SP should negotiate with
the secured creditor to pay the expenses of the SP’s counsel.

About the author:
Scott Blakeley is a principal with
Blakeley LLP, where he practices
creditors’ rights and bankruptcy.

(2) Receivership
The secured creditor files a lawsuit to have a third party take
control of the debtor’s assets. The receiver’s sole purpose
is to pay the secured creditor. The receiver does not have a
duty to maximize the customer’s assets for the supplier class.
The receiver may sell the customer as a going concern,
or through a piece-meal auction. The receivership suit is
dismissed when the secured creditor is paid.

His e-mail is:
seb@blakeleyllp.com.

SP strategy: comparable to an assignment for benefit
of creditors. If the receiver and secured creditor do not
cooperate with the SP’s request for information, the members
of the SP may be forced to file an involuntary bankruptcy
petition to ensure full financial disclosure is met. The SP
should negotiate with the secured creditor to pay the
expenses of the SP’s counsel.
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Order to Cash (OTC) Resource Capacity Planning
By Chris Caparon
Cforia

Carl Friedrich Gauss (1777-1855) is credited with creating the
statistics concept of a ‘normal curve’, which is in essence a
distribution of the probability outcomes of a random variable.

a rolling 30-day basis today. That leaves many untouched
receivables transactions and is a major factor in preventing
near best possible DSOs.

Every time you calculate collections risk, or generate a cash
forecast of your book of business, you are using statistics to
predict financial probability outcomes for your company. You
do this with available financial data, lots of experience and
whatever empirical payer evidence you can get your hands
on.

After the CRF Chicago presentation, a number of questions
were asked:
“How do we get away from Spreadsheets?”
“How do we get near real-time access to information
in disparate systems, or in other countries/languages/
currencies?”
“How do we see connections across complex Parent-child
relationships? I have collectors in five different locations
calling the same Client A/P clerk.”
“How do you determine the right staff size?”

Scott Barnes, a Deloitte Consultant, in a whitepaper last year
titled “Turning Data into Insights” said, “Organizations
that can access the information they need, when they need
it – and trust its accuracy – will likely have the upper hand in
the marketplace. The quality of your data and the ease with
which it can be examined can determine the success (or
failure) of your most important business decisions.”

All great questions, many of which have been addressed in
a series of articles previously submitted by this author and
published by CRF (articles available upon request).

Ask yourself and your collections/dispute management team
members if they feel they have easy access to complete and
accurate, near real-time client order-to-cash (OTC) data. The
answer is usually “No” or a qualified “Yes…but, I have to go
into 4-5-6 different places (e.g. ERP systems, Images, siloed
databases, spreadsheets, etc.) to get accurate up-to-date
information.”

That last question: “How do you determine the right staff
size?” continues to be asked by credit professionals, and this
topic requires continual attention.
So let’s revisit “Crisis Driven Headcount Management” for a
minute. As sales revenue increases, exposure to accounts
receivables increases (see graph). The size of the credit and
collections (C&C) team and number of full time employees
(FTEs) covering accounts receivable, is increased to bring
down DSO to acceptable levels.

Think about the departmental productivity “hit” each time your
resources face the lack of easily available client transactional
data. Have you ever wondered how much capacity
(Productivity/Time) is actually lost on all the manual and
redundant tasks your OTC team has to perform each day?
The answer should be an unqualified “Yes”.
Recently, in a joint webinar with the Credit Research
Foundation (CRF), the topic of “Crisis Driven Collections
Headcount Management” was highlighted. The presentation
reviewed the driving dynamics of OTC teams and how they
historically have grown in response to key financial metrics,
like DSO reaching unacceptable levels. Management is
forced to respond by adding staff, or suffer the negative
impact on what is typically 60% of a company’s available
working capital.
This ‘react-mode’ or “Crisis-Driven” response, pervades
most management cultures today, not intentionally, but
more from how it has been done in the past and the fact
that there is a lack of good alternatives to help them effect
change. Every manager wants their team to move from a
reactive environment to becoming a proactive/preventative
department. Our research reveals that typically only about
50% of balance carrying customers are being touched on

However, the expansion of the FTE headcount does not
happen smoothly, but instead it “reacts” after the point DSO
has exceeded acceptable financial tolerances. When the
‘Actual DSO’ exceeds the ‘Target DSO’, the “reaction” comes
in the form of hiring another FTE member or two. This might
also come in the form of an “OTC Temp” who (after you throw
their second anniversary party) becomes a permanent OTC
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FTE. This is the Current-State for most OTC teams today. It is
the staff you have, but is it the staff you need?

operational direction of an OTC team, will directly impact
their short, medium and long-term capacity, which will
directly impact their ability to influence overall working capital
availability.

Deloitte wrote an interesting whitepaper titled “The Scale
Paradox” by John Lucker, Jerry O'Dwyer and Ryan Renner.
In it they point out that “Disruptive technologies, combined
with analytics, can help companies on both ends of the
size spectrum.” Until very recently “…large enterprises
held significant scale advantages over small businesses in
the same industry. The enterprise advantage was one of
might. The bigger the company, the more vast and diverse
its resources. The most effective financial, customer, and
business intelligence solutions were cost-prohibitive for small
businesses.”

So what is the alternative to traditional ‘Crisis Driven’
headcount management?
It comes down to two fundamentals:
1) Each FTE on your team has a finite amount of
capacity, or number of events they can accomplish
in a given day. Let’s call those FTE Events (FTEE’s
= Collections Phone Calls, Dunning Letters, Invoice
Reprints, Risk Calculations, Disputes Resolved, Order
Releases, …etc.).

So what is Deloitte’s ‘Scale Paradox’? “Disruptive
technologies continue to change how companies innovate
and compete. Combined with the power of analytics, they
allow small companies to achieve insights once afforded only
to large enterprises. At the same time, large enterprises can
use these disruptive forces to shorten the time-to-insight and
innovate in ways that used to be the sole domain of much
smaller and more agile startups.”

2) How can you: a) increase FTEE capacity; and b)
make sure that each FTE is maximizing the value
of each FTEE to create greater impact to available
working capital.
ERP-based AR automation programs do not consider
capacity in their workflow generation. This is a recipe for
disaster. Overloading your FTEs ensures you will be back to
using spreadsheets to “really plan” FTE activities. In essence,
we are talking about FTEE Capacity Planning/Optimizing
within your OTC departments and disciplines.

One of the key points in the Deloitte paper, is that “Finally, the
notion of data ownership and master data management itself
is being challenged by innovative companies that are building
repositories of information.”
A leading technology organization sees limited or ‘systemhampered’ access to critical client transactional data, at
the heart of what is challenging many OTC teams today. In
addition, accessing that data requires scarce IT resources or
even more scarce consulting budgets.

Originally, Capacity Planning was designed for manufacturing
to help determine the production capacity needed to meet
product demands. What most people do not realize is that in
1986-88, when Motorola was refining capacity planning using
Six-Sigma (programs created by Bill Smith [1929-1993],
resulting in Motorola receiving the Malcolm Baldrige National
Quality Award from President Ronald Regan in 1988), Jack
Welch, CEO of GE was also applying Six-Sigma disciplines
within GE’s finance departments, with tremendous results.

We all know customer master data is spread across multiple
systems, currencies and languages. The “repositories of
information” Deloitte is referencing, contains the critical
customer transactional data, which is not aggregated and
rationalized (made usable) in one place. This must happen in
order to perform meaningful financial analytics or change the
priority of what your team will focus on this month, this week,
or in particular, today!

So let’s look at what Capacity Planning can mean to your
OTC operations. To start, capacity planning is defined as :
www.Businessdictionary.com defines Capacity Planning as:
“Systematic determination of resource requirements for the
projected output, over a specific period.”

Most IT departments have a very serious challenge
being able to bring all this critical client data together in a
‘harmonized’ database, and then drive action from it. Even
if the IT department is able to harmonize the data, they
face what can be an even bigger challenge — to deliver
best-in-class business unit performance, using traditional
and complex monolithic ERP systems (e.g. SAP, Oracle,
Microsoft, PeopleSoft, JDE …etc.). IT professionals know
technology, but do not understand the complex world of
generating working capital from OTC business processes.

www.Managementstudyguide.com defines Capacity Planning
as: “…capacity is referred as maximum production capacity,
which can be attained within a normal working schedule.”
www.Investopedia.com defines Capacity Requirements
Planning (CRP) as: “An accounting method used to
determine the available production capacity of a company.
Capacity requirement planning first assesses the schedule
of production that has been planned upon by the company.
Then it analyzes the company's actual production capacity
and weighs the two against each other to see if the schedule
can be completed with the current production capacity.”

This dual challenge is the cause of many of the ‘off-system’
processes and spreadsheets, pivot-tables and stand-alone
databases, which constrain what your OTC resources (OTC
FTEs) can accomplish on any given day.

That last definition is great and applies to OTC and
Collections perfectly. If you could analyze accurate, near
real-time, clean receivables (no disputes, workouts, credits,

Finding “disruptive technologies, combined with analytics”
and then applying near real-time analysis to quickly change
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concessions,…etc.) across parent/child hierarchy and
determine the optimal financial outcome – then analyze the
FTEE capacity of your team to accomplish that financial
outcome, you would be in a much better position to increase
productivity and working capital impact for your company.

Over the past fifteen years, many OTC systems (both ERP
based and stand-alone) have been replaced, and two of
the primary change-drivers has been the lack of access of
complete and accurate Clean Accounts Receivable data
and the complete mismatch between what the system was
recommending the OTC resource do versus what they could
actually accomplish. Does this sound familiar?: “When my
collectors come in, they have 300 assigned tasks to perform.”
So naturally we always ask: “What does your team do
then?”. Not surprisingly, the response is: “They ignore the
recommendations and work off spreadsheets.”

SAP and Oracle created ‘enhanced credit and collections’
modules, on top of their Accounts Receivable software, to try
to better serve critical OTC processes. But, like all monolithic
software, ERP systems fall short because they are complex,
inflexible and require lots of IT and consultant intervention
to create and maintain. This is why specialty credit and
collections software companies exist, because ERPs do a
very poor job at addressing the critical, fast-paced, exacting
OTC world.

Unfortunately this also means that you really do not have any
consistency across your team’s business practices, especially
if they are located at different sites, financial shared service
centers or are working off different systems of record and
you have only spreadsheet (historical) data to review. This
becomes even more complicated when you are not able to
roll up Parent-Child hierarchies and then, more importantly,
execute Zero-Touch workflows.

Capacity Driven Headcount Management (CDHM), is
an alternative Deloitte would likely describe as “Disruptive
technologies, combined with analytics”. This concept is a
very different approach to the traditional “oldest-largest”
collections methodology and changes the paradigm of “Crisis
Driven Headcount Management” when it comes to FTEs.

There are many technology solutions that are new
and disruptive, and use empirical MDM (master data
management) analytics to help global companies integrate
complex and disparate ERP systems in order to improve
their global OTC lifecycle management and Working Capital
performance. Capacity Driven Headcount Management
(CDHM) is brand new and will be a hot topic for a long time to
come.
Laura Ford, an E&Y Principal, wrote a great article called “A
spring board for improvement”. In it, she points out that:
“The tendency has been to disguise legacy system limitations
to end users by building new front-end interfaces or, if
necessary, manual intervention. But these solutions have
become costly to maintain and have failed to resolve the
underlying issues.” Then she asks a great question: “Have
they partnered with the correct system integrator for their
unique transformation and desired future state?”

The primary way CDHM differs from monolithic software (e.g.
SAP, Oracle, Microsoft, PeopleSoft, JDE, Infor) approaches,
is in the use of a new disruptive technology which combines
meaningful analytics with harmonized data (from many
sources), to drive operational change at the OTC FTE level –
and to do it (quite literally) in 5 minutes.

About the author:
Chris Caparon is the CEO
at Cforia Software, a global
enterprise software company.
In Chris’s fifteen years with
Cforia as one of its founders,
his methodologies have driven
successful outcomes with
proprietary real-time data
integration tools across complex
and disparate ERP and supporting systems of record.

The differences between ‘Crisis Driven’ and ‘Capacity Driven’
OTC team management, are fundamentally simple - the hard
part is getting access to transactional information (current
and complete data), calculating clean receivables (what is
actually collectable), segmenting the high-volume/lower-value
clients and treating them with non-call-based zero-touch
automation (non-manual interaction), and then maximizing
the value of each FTEE to impact working capital.

Cforia Software, is a global enterprise software company,
delivering Working Capital and Order-to-Cash (OTC)
Automation Software for individual companies, global
enterprises, Shared Services Organizations (SSO) and
Financial Shared Service Centers (FSSC). Cforia Collections
Snapshot (SM), Credit Risk Analytics, Order Management,
Clean vs. Dirty Receivables Tracking, multi-languages/
currency, global Parent/Child risk roll-up and multi-business
unit solutions are available in hosted or on-site delivery.

The big advantages of OTC Capacity Based Analytics, is
that it gives your OTC team the real-time power (without
spreadsheets) to realistically determine how many FTEEs
each OTC team, by team member, has the capacity to
accomplish. Additionally, Capacity Driven Headcount
Management (CDHM) will tell you what each FTEE is worth
to your department – which means, how much working
capital you can release to your company.
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UCC Filings: an Ounce of Prevention
Why Every Credit Professional Should Utilize UCC
Filings to Improve Sales & Reduce Debt Write-Offs
By: Kristin Alford,
Education and Marketing Specialist
NCS
The subjectivity in evaluating creditworthiness magnifies the
need for credit tools. Article 9 of the Uniform Commercial
Code (UCC) provides an opportunity for trade creditors
to collateralize or “secure” their goods and/or accounts
receivable, utilizing the personal property assets of their
customer. In the event of your customer’s bankruptcy or
default, a properly perfected UCC filing elevates your status
to that of a secured creditor, putting you in the best possible
position to get paid.

A Blanket filing is a security interest in all assets of your
customer on a non-priority basis, eliminating potential
conflict with your customer’s primary lender. The priority or
payout in a bankruptcy is determined by the filing date (first
in time, first in right). The UCC filing elevates the status
of your accounts receivable to that of a secured creditor.
Blanket filings are applicable when providing financing,
selling services, or in situations when your customer
“consumes” or otherwise does not stock your goods.

Created to Promote, not Demote

A PMSI filing provides the same benefits as the blanket
filing, with the addition of the priority of repossession of
specific identifiable goods, primarily inventory or equipment
that your company would provide.

In 1952, the UCC was created in an effort to promote
commerce between states. Prior to the creation of the UCC,
selling between states was similar to how we sell between
countries today – there was a great deal of risk involved
and little financial security available. Once the UCC was
in place, it afforded creditors additional security, therefore
enabling the extension of more credit, aka more sales.

•

PMSI in Equipment
Securing collateral that is defined as equipment
9-102(33) - "Equipment" means goods other than
inventory, farm products, or consumer goods. The
"equipment" is used in the course of the debtor's
business - it is not stocked.

•

PMSI in Inventory
Securing collateral that is defined as inventory
9-102(48) - "Inventory" means goods, other
than farm products, which: (A) are leased by a
person as lessor; (B) are held by a person for
sale or lease or to be furnished under a contract
of service; (C) are furnished by a person under
a contract of service; or (D) consist of raw
materials, work in process, or materials used or
consumed in a business.

Why Should I File UCCs?
When implementing a UCC filing program, it is important
to understand the widespread benefits. A sound UCC filing
program will minimize financial risk, reduce DSO, improve
cash flow and increase sales. Wait, “increase sales” – I
know you are wondering if you read that correctly – yes,
increase sales. UCC filing is more than reducing risk; it’s
about the opportunity to expand your market by providing
you with the security needed to sell to marginal accounts,
and by providing the added security needed to increase
existing clients’ credit lines.
One Part Financing Statement + One Part Security
Agreement

Other Types of UCCs

When your customer signs a security agreement, the UCC
perfects or records the security interest. A security interest
collateralizes your company through equipment, inventory,
the proceeds from the sale of your inventory, and your
accounts receivable. Once the filing is completed, it protects
all transactions for five years, protecting your bottom line as
a secured creditor.

•
•
•
•

Types of UCC Filings

•

There are primarily two types of secured transactions under
Article 9 of the UCC: Blanket Filing and Purchase Money
Security Interest (PMSI) Filing.
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Consignment Sales: Goods sent to an agent for sale
with title being held by consignor until a sale is made.
Bailment: Goods which will be processed or improved in
some manner, delivered in trust for a limited period.
Tooling: Tools provided to an outside manufacturing
company in order for that company to provide a finished
product for sale.
Warehousing Situations: Stocked goods or inventory
held at a third party location.
Installments/Promissory Notes: Payment for a debt,
made in intervals.
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UCC Filing Program is a Team Effort

never defaults on payment, then it will seem as
though the UCC doesn’t even exist – it’s like an
invisible shield: it’s there to offer protection if you
encounter harm, but completely unnoticeable in
a world of fiscal harmony. If your customer does
file bankruptcy and you have properly perfected
a UCC filing, you may be able to recover goods
and/or funds extended to your customer.

In order for a UCC filing program to be successful, there
needs to be interdepartmental cooperation. Of course,
the credit department will be involved, as UCCs are a
means of mitigating your company’s financial risk, but a
successful program needs to include involvement from your
sales department. After all, it’s quite likely that your sales
representatives will be acting as the conduit for signed
documentation (i.e., Security Agreement), which means they
should have a vested interest in the process.

•

Minimized Risk = Fewer Write-Offs (Hey Sales
Team! If customer write-offs are factored into your
compensation/bonus, you may want to pay attention.)
It’s simple: fewer write-offs lower the costs
associated with your product > lower costs mean
you can sell at a lower price while maintaining
profit margins > selling at a lower price makes
your company more competitive, opening the
doors to a larger market share > more sales with
stable profit margins = a happy boss!

•

UCC filings create sales opportunities.
Sounds counterintuitive - an extra step will result
in more sales opportunities? The UCC offers
additional security, which means you may be able
to sell to marginal accounts that were previously
out of reach. How many times have you had the
sale lined up only to hear your credit rep tell you
“Well, they are going to need to put more money
down; based on their financials we can’t justify
extending the credit.”? The UCC may substitute for
monies down or compromised credit limits.

My Sales Force and Customers Won’t Go for This
Why not? Your sales team should be thanking you for the
opportunity to extend more credit and your customer’s only
involvement in the process is signing a security agreement.
(This agreement or contract may be a stand-alone
document or can be added to a standard credit application
or other document.)
•

There is no cost to your customer.
The core of a properly perfected UCC filing is
the security agreement. Your customer doesn’t
have to pay to sign a security agreement – it’s
like signing any credit agreement. The costs
associated with the UCC filing will be paid for by
your company (and those costs are minimal).

•

There is no impact to your customer’s credit rating.
UCC filings do not impair your debtor’s credit
rating. The filings will appear on the credit report,
but simply to provide confirmation that another
creditor has a secured position or that you pledged
collateral for trade credit.

•

UCC filings create a competitive advantage. As you know,
the business world is aggressively competitive. Many
companies are securing their credit through UCC filings and
those who aren’t are placing themselves at a competitive
disadvantage. Take the opportunity to minimize losses and
to create opportunities.

Your company is not the only company securing
its accounts receivable through the UCC process.
Financial institutions and your competitors are filing
UCCs as well.
Trust me – your company is not the only company
mitigating risk through UCC filings. Hundreds of
thousands of companies throughout the country
(even in Canada, Mexico, Australia and New
Zealand) are securing receivables through the
UCC process. Did you know that mortgages,
car loans and secured lines of credit often have
security language written right into the document?
And, when you sign that document, the security
language allows those companies to file a UCC.
UCCs are a simple part of everyday business.

It Works! Check Out a Success Story
A company filed a Chapter 7 liquidation bankruptc: “Our
inventory was part of the bankruptcy estate. The trustee
offered our inventory back to us because we were a secured
creditor. The inventory wasn’t worth anything to us at this
stage. The trustee agreed to sell the inventory as part of the
auction of bankruptcy assets. We received the benefit of the
sale of the goods. We were paid in full after the auction. The
unsecured creditors received the pro-rata that remained.” –
Dave Feigenbaum, Director of Corporate Credit at Kichler
Lighting.

Other Important Points to Share with Your Customers
AND Your Sales Force

A seller of lighting products has been utilizing the UCC filing
process for several years, and according to one of their
employees, their success stories are countless: “We’ve had
a lot of success. There have been years when we collected,
between Inventory and cash, over six figures through our
filings.”

Aside from the aforementioned perks of no cost to customer,
no impact to customer’s credit score & the plethora of
parties already filing UCCs, here are a few other key points
to share with doubtful parties.
•

In the unlikely event that your customer files for
bankruptcy protection, a properly perfected UCC
elevates your company to a secured creditor position.
If your customer never files bankruptcy and

How Do You Begin?
Determine when and where security is applicable in your
business. For example, your company may deem filings
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are necessary for all customers with credit lines higher than
$10,000.
Once you have set an account threshold, begin implementing
the UCC filings by having your customer sign a security
agreement. The best time to have your customer sign the
agreement is at the time of contract, and it’s a best practice to
include the security agreement within the terms of your loan
or credit application.
Remember these three keys:
•
•
•

UCCs put you in the best possible position to get paid
UCCs provide the opportunity to repossess inventory
UCCs lead to more sales opportunities

UCC filings may offer an advantage to your company
that helps both the sales and credit teams. Don’t delay in
exploring the possible advanages your company could gain.
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How to Improve Your Collection Agency's Odds of Success:
Build a Partnership
By Greg Cohen
President, International Association of Commercial Collectors
Editor's note: This story is the second in a series on successful debt collection. Part I, which focused on improving
in-house collections, was published in the 3Q2016 CRF News and can be viewed on page 19 here.

Y

our credit department has called, emailed and sent
letters. Your customer has made and broken payment
promises, or perhaps has stopped taking your calls
altogether. Further internal effort will likely bring only
frustration and a waste of time and money.

Association membership also brings opportunities for
continuing professional education and a national and global
network of other agencies and collection attorneys.

You know circumstances like these require a collection
agency. But you might not know all of the steps you
should take to increase your agency’s odds of successfully
collecting the debt. It comes down to forging a partnership
based on effective communication, information sharing and
trust.

“When we hire a new collector at ABC, we tell them we don't
want anything that collector does or fails to do to negatively
impact our client's relationship with their customer,” said ABCAmega Senior Vice President Robert Tharnish. “Once the
delinquent amount is resolved, it is the creditor's decision if
they want to do business with their customer going forward.”

An agency is only as good as its agents: What training do
they receive?

Choose the Right Agency

When asking about agent training, listen for lessons on:

The first step in building a great partnership is choosing
the right partner or partners. If your volume of placement
warrants it, best practices usually dictate creditors having
at least two agencies, which both maximizes your net back,
encourages a friendly competition among agencies that
benefits your company, and protects you if one collector
fails to meet your performance expectations, goes out of
business, etc. Of course you want to choose an agency
with a successful track record. But in collections, the end
never justifies the means. The wrong agency can sever
otherwise salvageable customer relationships, damage your
professional reputation, or even land you in court.
Be sure the agency has high ethical, professional and legal
standards
Before considering an agency, request proof that they:
•

Have a bond protecting against defalcations – that's the
official word for when an agency or attorney collects
money owed to you, but doesn't remit.

•

Have a trust account, a separate bank account for all
money related to a collection claim that prevents the comingling of your money with their money.

•

Are regularly audited by a third party.

•

Compliance. The laws that govern collection are
constantly changing. They also vary from state to
state and country to country. You need an agency that
thoroughly trains agents in all of this complexity and
provides them with regular updates on the changing
compliance landscape. This is not optional! A violation
may land your company in court alongside the agency
you hired.

•

Telephone and letter writing skills. Poor grammar, for
example, makes a terrible impression. The agent may
also be taken less seriously.

•

Collections legal process. Your agency should be able
to answer your questions about next steps. This is
especially valuable if you have international customers.

•

Debtor psychology. The successful collector knows how
to persuade debtors that paying your debt benefits them.

Is this agency a good fit for your company?
You're wise to choose an agency familiar with your industry.
Agents who understand the industry’s business cycle,
challenges and jargon will build a better rapport with your
customers and be better able to negotiate reasonable
payment plans or conversely, recognize a snow job.

Here's a shortcut: Ask if the agency is certified, and by
whom. Knowing the certifying body allows you to Google
that organization to find the specifics requirements.

Know what your needs and wants are before building the
contract, but also seek an agency nimble enough to adapt if
your needs vary by customer or change over time.

Also ask about professional trade organization membership,
as these impose additional requirements. For example,
some trade organizations have strict measures in place to
ensure quality and integrity. They may include binding their
members to a Code of Ethics, and requiring them to pass a
rigorous reference check, having a bond requirement and
maintaining a separate trust account for all client money.

Do you need to outsource some or all of your first party
collections? If so, consider looking for an agency that does
both for the most seamless transition. Generally, agencies
will use your company name when processing young debts,
then use their name when collecting any accounts that age
into collections.
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The right agency will be willing to build a collections program
to your specifications, which are usually memorialized in
a service level agreement. This might include how many
contacts with the debtor you want prior to attorney referral,
for example, whether this should this be constant or vary
by account, or if you never want an account referred to
an attorney without your direct permission. Additionally,
you will want to consider the controls you have in place for
each decision point and where in the relationship they are
positioned.

“Responsiveness is the number one issue we face with
clients day-to-day,” Tharnish said. He offers a hypothetical
example based on actual ABC-Amega experiences: The
agency gets a debtor to agree to pay $1,000 per month to
clear a $5,000 debt in five months and recommends the
client accept. “It takes three months for us to get a response
for the client, and we could have had it more than half done
by then,” Tharnish said. “There's nothing we can do except
keep prompting the client to respond.” It's not just about
clearing the debt quickly, Tharnish said, it can risk clearing
the debt at all. “The longer we wait to get back to the debtor,
the more likely they are going to change what they can do,
and the stronger the signal that the creditor is not really
serious about collecting the debt.”

Just as important is the tenor of those contacts. You may
know from experience that your customers respond best
to blunt language and a professional but terse reminder of
consequences of not paying what you're owed. But you might
also prefer a softer approach, at least in some circumstances.

Documents/Information to Collect and Share
Think about this: 37% of respondents to a late 2015 survey
of International Association of Commercial Collector
members said that missing or incomplete documents are
the greatest obstacle to successful collection. “Documents
detailing what the debtor ordered, and what was delivered
and when, are commonly missing from the information
a commercial collector receives,” said Joe Batie, Chief
Commercial Officer at Caine & Weiner. Batie estimated that
55 to 60% of clients send incomplete records.

Lee VandenHeuvel, President of Ross, Stuart & Dawson,
shares a story of how kindness recently motivated a debtor
involved in a claim placed with his agency by a Fortune 500
client to pay. “We said something like, ‘Hey, we are working
on this issue for our client, we just received it. I see another
agency has already contacted you. Could you just tell me
what has happened over the last 12 months, and walk me
through what, in your opinion, led to this, and what we can do
to get rid of this thing?’” VandenHeuvel recalled.

This means creditors can overcome a significant obstacle to
collecting overdue debts by gathering the right information
before the sale, then documenting orders of goods or
services and confirmation of receipt, recording any
additional correspondence with the customer, and sharing
with their agency.

“What they said to us was, ‘You’re a lot nicer than the last
agency that called us. You’re just telling me to help you solve
a problem. Because you were so nice to me, I’m putting this
on top of the pile for our next check run.’”
The bill was paid within two weeks.

A good collection agency will help you refine your
documentation process, so ask for guidance if you want
some, said Tony Terry, president of Continental Recovery
and Filing Solutions.

Set Communication Expectations – and Meet Them, Too
Once you've chosen an agency, it's time to build your
partnership. As with any partnership, open communication is
an essential part of your onboarding strategy. Early on, you
will together put into writing some of the wants and needs
discussed above. This is also when you let the agency know
how often you expect reports on account progress.

The most important pre-sale document is a properly
constructed and fully complete credit application. Terry
said every credit application should include the names of
the company’s principals, along with home addresses and
telephone numbers, and, as often as possible, a personal
guarantee. The first provides additional means of contact
should, say, the company go out of business. The second
gives both internal and third-party collectors significantly
more leverage. Don’t grant credit unless every field is filled!

If you are placing thousands of relatively small claims, you
may choose to only receive monthly or even quarterly results
reports on the amounts placed, amounts collected and your
cost, and otherwise hear from your agency only if they have
a question or need you to authorize a payment plan, claim
settlement or legal action. Conversely, if you place a small
number of large claims, you may want regular progress
reports along the way. Technological advances have allowed
most agencies to be so open that you can electronically view
the current status of any of your claims, even reading the
notes agents made after each debtor contact.

Every company should also require banking information on
its credit application, as most states allow judgements to
be levied on the customer’s bank account. He offers this
additional tip: “When you get your first invoice paid from a
customer, make a copy of the check they paid you with and
throw it into their file. Sometimes the bank account they put
on their application for credit is not the same as the one
they are paying you with.”

Expect your agency's liaison to regularly touch base with you
to see if any of your needs have changed. Never hesitate to
initiate contact, however.

Other documents collection agencies find useful include
the contract or order, proof of delivery or proof of service
rendered, and any correspondence with the customer prior
to placing the account with the agency. These documents
provide information that can help persuade a debtor to pay

Partnerships are two-way relationships, and it is almost as
important for you to respond quickly to your agency as it is for
your agency to respond quickly to you.
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or, if necessary, lay the groundwork for a lawsuit. Missing
documents allow a debtor resisting payment to stall, or even
make up their own version of events.

“The longer you wait, the more time the late-paying customer
has to abandon the debt or go out of business,” Batie said.
While your agency probably wishes you would turn accounts
over sooner, ultimately, only you can set the maximum
tolerance before accounts are sent to collections. But
whatever that number, please watch for these red flags that
indicate the need to act immediately:

Ask your agency which documents they consider helpful. “We
ask our clients to give us all of the documentation, including
the purchase history, notes on conversations with the debtor
and any email strings,” VandenHeuvel said.
What’s often missing: A signed agreement for goods
or services. “Believe it or not, a lot is done verbally,”
VandenHeuvel said. If you’re doing any business this way,
please stop! “I don’t care if you have a dated email, or
something written on a bar napkin – I need something where
your customer has acknowledged the purchase and agreed
to move forward,” he said.
Collection agencies are good at spotting trends among
the documentation you provide on the accounts you refer,
including information that is frequently missing or insufficient.
Ask.
Know When to Say When

•

Broken promises of payment.

•

A change in debtor company ownership – remember
the new owner may have only purchased assets, not
liabilities, and the old owner is trying to leave the past
behind!

•

Failure to respond to demands for payment. Unreturned
or ignored phone calls.

•

Changes in payment patterns or in means of payment
– a customer who uses checks suddenly switches to a
credit card, for example.

•

Reports of strange happenings from your sales staff –
this one deserves its own section. Read on.

The Role of Sales in Collections

It can be tempting to keep on trying to collect an overdue
account in house. The longer the history with the customer,
the bigger the dollar amount overdue, the harder it can be to
send the account to collections.

Your sales force may see signs of significant trouble long
before a debt ages into collections. It's hard not to notice a
“going out of business” sign in the window, or a significant
drop in staffing or inventory.

But the older a debt gets, the less likely it is to ever be
collected (see chart below). Old accounts are also frustrating
and bogging down the credit department, usurping credit
professional energy that could be better used reminding
current customers to stay current or collecting debts only
slightly past due.

There's no doubt the credit department would benefit from
this information, but it is also undeniable that many sales
people would hesitate to report those signals to the credit
department - they fear losing a customer.
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One way to encourage sales to be more open with this type
of information is the commission charge back. “If the deal
goes bad, if the customer doesn't pay, the salesperson
doesn't get or must pay back their commission,” Tharnish
said. “This creates an incentive to sales to provide any
information that might help collect the claim.”
Recognize Victory
It’s easy to recognize success when your agency collects
in full. But what about those times when less than 100% is
offered by the debtor? Trust your partner. Your agency will
recommend action based on prior experience and research of
the current situation.
“When a settlement is being offered due to financial
difficulties, and we are able to confirm that, and the
settlement is reasonable, then we are going to encourage our
client to accept it,” Terry said. “If a settlement is being offered
due to a dispute over the debt, we look at each case on its
own merits. If there are threats of counter claims from the
debtor and any credence to the debtor’s claim, or inability for
the creditor to refute their dispute, we will also recommend
acceptance of a reasonable settlement.”
A few years ago, Tharnish was handling a claim from a client
in China who said a customer in Columbia owed $50,000.
The debtor said only $40,000 was owed, and produced
documents that said so.

It's not usually prison that's at stake with unrealistic
expectations, but the bottom line.
Let's say a debtor owes $50,000, but offers to settle for
$45,000. Court costs are $5,000, so even if the creditor
wins the lawsuit, the net is still $45,000, and victory is not
guaranteed. So of course the creditor should accept the
$45,000, right?
If a creditor is angry with the debtor, and unable to see past
that anger, the answer may be no.
“If you allow emotions to drive your decision-making model,
you and your company will usually end up on the short side
of the equation,” said Thomas E. Brenan, President and CEO
of Altus Global Trade Solutions. “It is always best to compare
the costs to the projected return.”
Just as the ever-changing business landscape requires
you to be open to new ideas, advances in technology, new
opportunities and best practices, you need a collection
agency or agencies that do the same. Because any agency
you work with is in effect an extension of your credit
department, you also want to choose only agencies aligned
with your company’s core values and expectations. Open
communication, careful documentation, and the sharing of
information are what allow you to ensure you have chosen
the right agency and build the strongest and most effective
partnership together.
About the author:

The creditor insisted, document be damned, they were owed
$50,000, then admitted giving their customer the $40,000
documentation so the customer would not owe as much to
customs.

Greg Cohen is president of
the International Association of
Commercial Collectors (IACC).
A credit and collections industry
veteran of more than 20 years, he is
also President and CEO of Caine &
Weiner.

“The creditor and the debtor were in collusion to defraud
customs in Columbia!” Tharnish said. “I told the creditor they
had better take that $40,000.”
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10 FACTS

That Distinguish IACC Commercial Collection
Agencies From All Other Collection Agencies
When it comes to commercial debt collectors, you have many choices. When it comes
to making the most informed choice, insightful credit grantors choose members of the
International Association of Commercial Collectors (IACC). With just under 200 commercial
agencies and nearly 400 total members, IACC membership is a resource in and of itself.

IACC member agencies…
• Are bound by a code of ethics, ensuring
that their business practices are fair, upright
and honest.

• Are adept at collecting from debtors both
within the United States and throughout
the world.

• Undergo an exhaustive prescreening in
order to determine eligibility for membership.

• Are committed to professional
development and education, which are
provided through IACC conferences and
webinars.

• Are part of an extensive network of
professionals who specialize in collections,
law, finance and more.

• Collect in a manner that ensures your
company’s reputation and business
relationships remain strong.

• Have exclusive access to a rigorous
agency certification through a
collaboration with the Commercial Law
League of America. This certification is the
only independently audited program in the
marketplace.

• Maintain collected funds in separate trust
accounts.
• Share in IACC’s stellar reputation as
the world’s largest and most respected
association of commercial collection
professionals since its inception in 1970.

• Benefit from a longstanding commercial
collection agent certification program.

The IACC Advantage Ultimately Benefits
You, the Credit Grantor!
Find an IACC member agency skilled
to meet your distinct needs today!

Visit www.commercialcollector.com
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The 2016 Professional Excellence Award Winner
CRF Names 2016 Callahan Award of Professional
Excellence Recipient – Mr. Michael Bevilacqua –
PepsiCo. Inc.

and a willingness to share tools, resources and best
practices with others. Nominations for the award come from
the CRF Board of Trustees with past winners being Mr. Peter
Knox of Nestle (2013), Mr. Robert Payne of SC Johnson
(2014) and Ms. Virginia Soderman of Ventura Foods (2015).

The Credit Research Foundation (CRF) recently concluded
its Fall Forum in Ft. Lauderdale, FL and did so in support of
more than 250 credit and accounts receivable executives.
The data points are offered simply to note that this meeting is
a representation of senior credit and A/R executives across
a myriad of industry segments. The Fall meeting is also
unique in that the Callahan Award of Professional Excellence
is presented.   

Mr. Bevilacqua, who currently serves as the co-chair of the
CRF Research Committee, was recognized by his peers
for his high level of contribution to the Foundation and its
associated programs. He was identified through several
nominations as a mentor and an individual with a high level
of integrity.
Much applause to Mike for this acknowledgement!!!

The Credit Research Foundation initiated this award
in October 2013. It is a career achievement award
designed to recognize the contributions of thenretiring CRF President William Terence Callahan
for his years of dedicated service, and for his
contribution to the Foundation and the discipline
it serves. Mr. Callahan served for 21 years at
CRF, 19 of them as president.

"I was totally shocked and humbly amazed to
become the fourth recipient of the prestigious
Callahan award," Mr. Bevilacqua said. "Those
recipients before me are stand-up
practitioners who gave back so much to
the community and me personally."

The recipient was to be a member in
good standing of the Credit Research Foundation
and possess characteristics, such as a strong
service orientation (a predisposition to having
empathy for the needs of others and a desire to meet
those needs), a commitment to strengthening and
improving the profession of credit risk management

"Ten plus years ago, I discovered CRF  - and -  the
Foundation provided such rich content for a credit
professional," he continued. "To that end, I wanted to
thank everyone for the outstanding recognition and
renew my commitment to CRF and continuing to give
back to the credit community."

Award Presented - Mike Bevilacqua holds the Callahan Award of Professional
Excellence. Flanking Mr. Bevilacqua are CRF President Bill Balduino and CRF
Chairman Sharon Nickerson.
		
Photo by Tom Diana
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Ofﬁces Nationwide to Service Your Needs
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Platinum Partner News

Platinum Partner News

ABC-Amega Ranked as a Best Place to
Work in Collections

of our clients,” said Herer. “We can use information from
our work with clients to contribute to the goals of the TFAC.
I’m also looking forward to hearing the views of the other
members of the Council,” he added.

CRF Platinum Partner, ABC-Amega, announced in October
2016 that it has been named one of the Best Places to Work
in Collections for 2016 by insideARM. Out of more than 4,600
collection agencies in the U.S., ABC-Amega was included
amongst a prestigious list of 36 companies earning industry
distinction. The award recognizes collections agencies that
provide a satisfying and motivating work environment for
employees.

The International Trade Administration (ITA) is a leading
resource for American companies competing in the global
marketplace. ITA has 2,100 employees assisting U.S.
exporters in more than 100 U.S. cities and 72 countries
worldwide.
For information on the ITA’s Strategic Partnership Program,
please visit: http://export.gov/CSPartne rs.

“We’re honored to be named a Best Place to Work in
Collections,” said Paul Catalano, president and COO of
ABC-Amega. “Our employees are our greatest asset, and we
believe that creating a culture that encourages them to thrive
translates into top-notch service for our clients. This honor
also demonstrates our widespread dedication and the hard
work on display daily at ABC-Amega.”

Houston, Texas – November 22,
2016 – HighRadius has been named
one of the Top Workplaces for 2016
in the Houston area based on an
employee-rated survey project from Workplace Dynamics.

Companies from across the U.S. entered a rigorous twopart survey process to determine the Best Places to Work
in Collections. The first part consisted of evaluating each
nominated company's workplace policies, practices,
philosophy, systems and demographics. The second
part consisted of an employee survey to measure overall
employee experience. The combined scores then determined
the top companies and final ranking.

The Top Workplaces Program identifies organizations that
excel at organizational health and workplace engagement.
Employees participate in a voluntary, confidential feedback
survey, and results are gathered based on criteria such
as effectiveness, feeling appreciated and connected, and
whether management helps employees learn and grow. The
Top Workplaces list also recognizes the most progressive
companies in the Houston area based on employee opinions
about company leadership, alignment, career opportunities,
workplace flexibility, compensation and benefits.

ABC-Amega CEO Appointed to U.S.
Department of Commerce Trade
Finance Advisory Council

“Our selection as a Top Workplace reinforces the company
culture we are building at HighRadius. Our commitment to our
employees as well as our clients is to provide the best option
in the market, with high engagement and excellent services,”
said Sashi Narahari, CEO of HighRadius.

Newly Established Council formed by the International Trade
Administration
CRF Platinum Partner ABC-Amega, announced in November
2016 that its CEO, David Herer, has been appointed to the
U.S. Department of Commerce Trade Finance Advisory
Council (TFAC).
The TFAC was recently established by the International Trade
Administration (ITA) and will function to advise the Secretary
of Commerce on development strategies and programs that
would help expand access to trade finance for U.S. exporters.
Herer is one of twenty members who will serve a two-year
term. In his role, Mr. Herer will be providing counsel on issues
and concerns that affect trade finance in the United States.
“The work of the Trade Finance Advisory Council is important
to U.S competitiveness, and trade policy is a vital concern
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The Commercial Collection Corp. of NY, Inc.
Being in business for over 54 years, CCC of NY understands that extraordinary
service and results are the keys to a long-lasting partnership. Customizing
services to each client’s wants and needs is part of the Commercial Collection
Corp. of NY mission statement.

34 Seymour St., Tonawanda, NY 14150
Toll Free: 800-873-5212
Fax: 800-873-5211

•
•
•

•

Global 3rd Party
Collection
Mechanic’s Liens
1st Party Programs

•
•

Interactive
Client Portal
UCC Services
Credit Reports

www.commercialcollection.com
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Continues to be a Tremor…
Negative Trends in Accounts Receivable Performance Continue to be Measured
By Matt Skudera
CRF Vice President of Research

As we close out the Fourth Quarter of 2016, indicators in
the economy continue to point to a measureable amount of
uncertainty in the global and domestic financial markets. This
current survey period (April 2016 to September 2016) reflects
an almost mirror image of our previous survey covering the
representative prior six month period (September 2016 to
February 2106). The data supports a continued uncertain
image in current and forecasted market health. This paper,
although not a validated market indicator, is a follow-up to
our Q2 survey covering the same topic. The survey suggests
that, from an accounts receivable standpoint, there continues
to be uncertainty in the quality of the domestic collective A/R
portfolio.

As a result of this negative trend in reported DSO
performance, CRF updated and reproduced our Q1 survey
on accounts receivable performance that resulted in the
following highlights:
•
•
•
•
•

CRF’s most recent National Summary of Domestic Trade
Receivables for Q3 2016 provided insight into a potential

1/3 of respondents indicated a deterioration in portfolio
aging
25% of respondents indicated a deterioration in their
Collection Effectiveness Index (CEI)
28% of respondents experienced an increase in
bankruptcies
35% of respondents experienced increases in bad debt
write-offs
30% of respondents reported they will adjust their bad
debt reserves

National Summary of Domestic Trade Receivables
Q3 2016
Q2 2016
Days Sales Outstanding
39.76
39.2
Credit Research Foundation
negative shift in accounts receivable performance. The
survey indicated both a quarter-over-quarter and yearover-year negative shift in Days Sales Outstanding with the
highlights listed above.

Q3 2015
38.9

This survey, which was conducted during the first two weeks
of November, indicates a comparative shift in member A/R
portfolio quality period-over-period. Following are the survey
results:

Considering your most recent trailing 6 months of performance compared to the
prior year 6 months of performance (Apr 16'- Sep 16' vs. Apr 15'-Sep 15') has your
portfolio aging (as a % of total accounts receivable) deteriorated in comparison?

34.2%
Yes
No

65.8%
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Portfolio Measurements

year). Participants in the survey also indicated forecasting
these trends into both their cash results and Bad Debt
reserves. In excess of one quarter (26.1%) indicated that
cash forecast for future performance is worse (slower
collections) than last year. Similar forward-looking results
extend into Bad Debt reserves with almost 29% adjusting
their reserves. Additionally, 81% of the respondents plan to
increase these amounts.

As reported by member input, 34.2% of respondents
indicated a noticeable shift in their A/R portfolio quality.
The comparison, a 6 month TSM (trailing six months),
offers insights into a smaller and more defined timeframe
than a year-over-year comparison. This microcosm of data
continues to mimic tangential noise / comments from law
firms and collection agencies on their continued increase in

Portfolio Bifurcation

activity. Additional statistical support, as measured by the
Collection Effectiveness Index, parallels the overall survey
results with an average of approximately 25% indicating a
negative trend in the metric. Additionally, over the past 6
months, there has been a reported 6.6% increase in the
number of actual bad debt write-offs. The percentage of
respondents reporting an increase now stands at 35.1%.
Future Results

Further bifurcation of the data resulted in the identification of
several segment drivers that are trending negatively. These
segment movers include smaller customers rather than larger
ones as the impact driver for the indicated change. The below
chart focuses on the preponderance of activity of smaller
customers (60%), followed closely by larger customers at
(40%) of the activity, both in the manufacturing and retail
space.

Whether historical performance, as measured by both
sequential surveys, is indicative of future results remains to
be measured. The survey responses indicated a negative
shift in both actual and forecasted trends in portfolio quality
(34.2% indicate their portfolio results were worse than last

It is interesting to note that manufacturing and retail make
up a significant portion of A/R deterioration. Equally, if not
more telling, is the rise in deterioration of both the nonmanufacturing and retail sectors with increases of 11.3% and

If you have seen a deterioration to your A/R performance (slowness, bad debt or
bankruptcy) please specify the segments that have been impacted (check all that apply):

70.0%
60.0%
50.0%
40.0%
30.0%
20.0%
10.0%
0.0%

63.4%
39.0%
22.0%

24.4%

19.5%
9.8%
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7.3% respectively. This comparison is from the same study
performed for the six month prior period.

period. What continues to be evident is that approximately
one-third of Credit Executives who have shared their portfolio
results in this survey are planning for a continued downward
trend in accounts receivable performance.

Conclusion
The survey, the second in a series, continues to point to a
potential underlying weakness in one aspect of many in our
economy, the accounts receivable health. The data points
offered by membership continue to point to a downward
trend in both confidence and performance as indicated by an
increase in Bad Debt write-offs, with 21% of all respondents
adjusting their bad debt reserves upward in the measured

CRF will continue to monitor available data points, survey
membership periodically, and share the results as they
become available.
Thank you to all who contributed to this research! We look
forward to sharing future updates with the CRF community.
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The Dangers of Phishing Attacks
and How to Prevent Them
By Tom Diana

C

onducting business and personal transactions through
the Internet has become increasingly risky. Those with
malicious intent are committed to stealing personal and
financial information through Internet attacks. As these
attacks get more frequent and sophisticated, it is more
important than ever for businesses and individuals to be
aware of and guard against them.
One type of attack that is becoming more prevalent and
proficient is phishing. As the term implies, it involves luring
private individuals and government/business officials into
giving up information that can be used to steal money,
identities and intellectual property.
Dan Maier, Vice President of Marketing for Cyren, an
Internet security firm, said that phishing attacks increased
23% from Q2 to Q3 2016. “We follow this activity closely
and have seen a dramatic increase in phishing attacks in
2016. We’re also seeing more sophisticated attacks aimed
at businesses.”
Types of Phishing

hard drive (stings of code or “scripts” that steal information
or exert control over a computer with or without the owner’s
knowledge).
For example, the phishing email may be disguised to look
like it has been sent by a bank, indicating that the recipient’s
bank account has been compromised, and the person needs
to reset their password. If the email recipient happens to
have an account with that bank, they may be tricked into
thinking it is legitimate. When they click on the link to reset
their password, they are taken to a website designed to look
like a legitimate bank website. When they enter their current
password during the reset process, the thieves capture their
login credentials and gain access to that bank account.
Spear Phishing - This is a more sophisticated attack. The
hacker finds out information about a person and designs an
email to look like it is intended only for that person. This trick
of personalization is intended to lure that person into giving
up sensitive information or clicking on a link to a malicious
website designed and controlled by the hacker.

Whaling - This is similar to spear phishing but aimed at high
level business or political officials who have the authority
Phishing – A Shotgun Approach - The most common is
to permit the release of payments and other information
one in which an email is sent out to more than one person.
within their organizations. Maier said whaling targets larger
Maier noted that
payoffs and is even
phishing attacks
more sophisticated
tend to be mass
with customization.
A Few Statistics on Phishing Attack Loses
marketed and sent
An example of this
out indiscriminately
may be an email to a
•
43% of businesses have experienced a phishing attack in the
to large numbers
company official giving
past 12 months (source: Osterman Research, “IT Security at
of people. That is
authorization to pay
SMBs:2016 Benchmarking Survey”)
why it is associated
invoices. That person
•
$2.3 billion lost by corporations in the past 3 years due to spear
with spam email.
may receive an email,
phishing attacks (Source: FBI Warns of Dramatic Increase in
Good spam filters
ostensibly from the
Business E-Mail Scams, April 2016)
will segregate most
CEO of the company,
- the average loss per scam is between $25,000
spam messages
requesting an invoice
and $75,000
from regular emails,
be paid immediately, as
•
5.41 million phishing URLs distributed in Q3 2016 (source:
however, the wellthe hacker knows the
Cyren)
crafted ones may
real CEO is currently
•
12% of recipients of a phishing email opened the message
get past some
traveling. This fact
and clicked the link (Source: Verizon, 2016 Data Breach
spam filters and
may make the email
Investigations Report)
get delivered to a
recipient less likely to
- the median time to open the malicious email was 1 		
recipient’s inbox.
try to contact the CEO
minute, 40 seconds
for verification of the
The intended victims
request. Instead, they
* for a free report on Phishing from Cyren CLICK HERE
of a phishing attack
process the invoice
will receive an email
payment immediately.
with a message that
The link in the email
tries to encourage
spoofs the payment link
recipients to click on a link. When this happens, the
of the party to be paid, but it is actually the website controlled
unsuspecting email recipient may be lured into disclosing
by the hacker. The transfer of funds ends up in the hands of
personal information, or it will unleash malware onto the
the hacker and the paying company loses that money.
There are three types of phishing attacks:
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Maier described a real attack in which a financial official was
fooled into believing the spoofed email was from a company
superior. The email directed that official to transmit the
employees’ W-2s to their auditor. The W-2s were hijacked
by the spear phisher, giving them full access to personal
information, such as social security numbers, names and
addresses of the hacked company’s employees.

technology that can help detect spoofed email accounts, a
likely sign of an email with malicious intent. There is also IT
technology designed to detect and warn website visitors that
they’ve landed on a spoofed website.
Employee training is important to educate employees on how
to spot the telltale signs of a phishing attack. “People need
to be a little suspicious when they get an unsolicited email,”
Maier said. He noted that some companies hire Internet
Security firms to launch simulated spear phishing attacks on
its employees. Those that fall prey to the fake attacks are
shown what they did wrong and given further training to avoid
a real phishing attack (see box on px for some handy tips).

The Extreme Financial Loss
An article on the Infosec Institute’s (IT security firm) website
(January 19, 2016) illustrated the degree of financial loss
a company can suffer from just one successful spear
phishing attack. The attack was on Ubiquiti Networks Inc., an
American network technology company for service providers
and enterprises. In June of 2015, the company lost $46.7
Million because of a spear phishing e-mail. The article stated,
“A report by the U.S. Securities and Exchange Commission
shows that the attack was carried through ‘employee
impersonation and fraudulent requests from an outside entity
targeting the Company’s finance department. This fraud
resulted in transfers of funds aggregating $46.7 million held
by a company subsidiary incorporated in Hong Kong to other
overseas accounts held by third parties.’ The transfers were
performed directly by Ubiquiti employees that were tricked
into thinking they were receiving legitimate requests from
executives, thanks to spoofed e-mail addresses and lookalike domains.”

A 2014 survey of 500 US business executives conducted
jointly by PricewaterhouseCoopers (PwC), the Software
Engineering Institute at Carnegie Mellon University, CSO
magazine, and the U.S. Secret Service determined that
companies that train their employees on cyber security best
practices spend 76% less on security incidents than their
non-training counterparts.
As the survey revealed, more needs to be done to keep
electronic data secure:
• Only 46% of survey respondents provide security training
to new employees
• Just 44% deliver periodic security education and
awareness programs
• Only 42% utilize penetration testing (simulated attacks)

The Black Market

Stolen identifications, credit card numbers, bank account
Social Media – Where the Phish Are Biting
numbers and other data may offer lucrative returns to cyber
thieves. Much of this information is bought and sold on the
Symantec, makers of personal and business security
black market, and the money is used to fund more phishing
software, warns that social media provides important
attacks. “This is what greases
information about prospective
the system,” Maier said. The
targets of spear phishing.
price that stolen IDs and
A networking site, such as
Safety Tips Against Spear Phishing Attacks
financial information fetches
Facebook, may provide email
depends upon several factors,
addresses, friends lists and
How to protect yourself
such as how fresh the data is.
postings that may reveal
■■ Be suspicious of urgent requests for information
Databases that are more than
some information a phisher
■■ Don’t email personal or financial information
a year old are not worth as
can use to craft an email
■■ Avoid clicking on links
much as newly hacked data,
that seems legitimate to a
■■ Verify the validity of suspicious emails
since many of the passwords
victim. A hypothetical example
■■ Always check the web address
are no longer active. Maier
given by Symantec of this
said there are those that
technique involved a posting
How to protect your business
make money from selling
that somebody made about a
the stolen data, while others
new camera they purchased.
■■ Use an email security gateway
buy it and make money by
The spear phisher could pose
■■ Train your users/security testing
using the information to steal
as a friend, send an email
■■ Use a web security gateway
identities, withdraw money
and ask for the password of
■■ Use endpoint security
from bank accounts and make
that person’s photo page.
■■ Check your security hygiene (e.g. password resets,
credit card purchases from
If the password is sent, the
two-factor authentication, etc.)
stolen credit card numbers.
phisher will use that password
* tips provided by Internet Security firm Cyren
and variations of it to try to
Best Practices to Avoid
access the retail site where
Being Speared
the camera was purchased.
Or the phisher may pose as
Maier suggested a twosomeone
from
the
camera
retailer
and ask the victim to reset
pronged approach of adding security measures and
his
or
her
password
to
that
retail
site
or re-verify their credit
employee training can greatly reduce a company’s risk of
card
number.
If
the
victim
takes
the
bait,
the phisher can
being victimized by a successful spear phishing attack. On
then
go
on
a
shopping
spree
at
that
retail
site at the victim’s
the technical side, there is software and networking hardware
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expense. This process is referred to as social engineering –
using people’s social media expressions to coax them into
being a victim.

& upper case letters. Also add in symbols (such as @, %,$,*,
and *) when possible.
One of the most secure methods of managing passwords,
used by companies such as Apple and Amazon, is a twofactor authentication (2FA). This involves logging in with a
password and username as usual. However, it also requires
a second step of entering a unique numeric code that is
sent via text message to another device owned by the user,
such as cell phone or tablet. Therefore, in addition to the
password, the hacker would also need the user’s other
device to execute the second part of the log-in process.

The lesson here is clear - postings on social media and
other websites need to be done very carefully. Before
posting anything, try to think how a cybercriminal could use
information that you reveal against you. Also, make sure your
security settings on the social media site are as restrictive as
possible, such as letting only people you approve view your
postings. Of course, if someone on your approved social
media list is hacked, your postings are still vulnerable to
attack.

Network security is also important. Encrypting
communications between a business or personal computer
and the Internet makes it much more difficult for hackers
to intercept them. A VPN (Virtual Private Network) service
accomplishes this. Many companies use these and they are
available for individuals as well, some of which are free.

Password and Network Security
Passwords to email and other Internet accounts present the
keys to the kingdom for phishers and other hackers. There
are best practices for managing passwords, such as not
writing them down and changing them frequently, as often
as every month. IT departments often require this. This is a
good practice for personal email and other Internet accounts
as well. Another best practice for passwords is not to use the
same password for multiple accounts. Once a hacker gets
your password, they might get access to multiple accounts
using a similar or the same password. Also, do not use
personal information in passwords, such as children and
pet names, as hackers may have determined them through
social media postings. They can then use variations of these
names to guess your passwords to hack into your accounts.
A best practice for emails is to use a program that produces
strong, randomized passwords containing numbers and lower

Be Prepared, Don’t Get Caught
The Internet is an indispensable vehicle for company and
personal communications. While it provides tremendous
efficiencies and convenience, it is getting more dangerous.
The more people that take the initiative to learn how to
fend off phishing and other hacking attacks, the safer their
business and personal Internet transactions will be. Whether
for business or personal use, be aware that there are many
phishers researching your online presence to make you their
next catch. Be forewarned and forearmed so you don’t get
hooked.
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CRF

Friends of the Foundation
for 2016

This group of attorney firms, in addition to their intellectual
contributions, has stepped forward to offer financial support to the
foundation, for which CRF and its members are very grateful.

Scott Blakeley — (949) 260-0612
seb@blakeleyllp.com

Bruce S. Nathan — (212) 204-8686
bnathan@lowenstein.com

Lawrence Gottlieb — (212) 479-6140
lgottlieb@cooley.com

Scott L. Hazan — (212)-905-3625
shazan@otterbourg.com

Rafael X. Zahralddin-Aravena — (302) 384-9401
rxza@elliottgreenleaf.com
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Brad Sandler — (302)778-6424
bsandler@pszjlaw.com
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The Credit Research Foundation
is very fortunate to receive
support from our Platinum
Partners. Their contributions
and collaborative efforts help the
Foundation maintain activities at
the level at which our members
have become accustomed.
While these firms and the services
they provide are very familiar to
our members, you can learn more
about them by clicking HERE.
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